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Forord

Projektet har genomforts som ett Brandforsk projekt med en ursprunglig budget pa 300 000 SEK dar
Sédra Alvsborgs Raddningstjanstférbund (SARF) tillsammans med CFORT (Centrum for fortifikatorisk
kompetens — samarbete mellan RISE och Fortifikationsverket) har genomfért brandtester. SARF har
bidragit med projekttid for rapportskrivning, insamling och férberedelse av dérrarna m.m. |
projektets slutfas sa beviljade Brandforsk ytterligare 40 000 SEK i tillaggsfinansiering for ett indikativt
mekaniskt 6ppningsprov dar det provades hur tyngden av en paskruvad foérstarkningsskiva paverkade
dorrens gangjarn. CFORT har dven bidragit med granskningstid av rapporten utanfér projektets
budget.

Projektgruppen har bestatt av Axel Kriborg, Fredrik Lovén och Magnus Nyhage, alla fran SARF.

Stort tack till fastighetsbolagen Willhelm Boras AB och Kjell Pettersson fastigheter AB som skankt ett
flertal dorrar till brandtesterna.

Till projektet har en referensgrupp bestaende av personer med spetskompetenser inom omradet
kopplats. Tre traffar har genomforts med referensgruppen som bland annat har granskat och gett
aterkoppling pa projektets problemformuleringar, granskat slutrapporten samt varit med och gett
forslag pa lampliga atgarder kopplat till projektets resultat. Referensgruppen bestar av foljande
personer:

- Antin Trogen, projektledare brandprovning, brand och sdkerhet, RISE

- Axel Mossberg, doktor i brandteknik, Bengt Dahlgren AB

- Gustav Weber, brandinspektér, Raddningstjansten Halmstad

- Johan Hanberger, brandingenjor, Statens fastighetsverk

- Johan Hallencreutz, brandingenjor, Fire AB

- Kjell Fallgvist, pensionar, senior brandingenjor

- Mattias Delin, brandingenjor, Brandforsk

- Patrik Johansson, marknadschef, brand och sakerhet, RISE

- Per Blomqvist, doktor i brandteknik, enhetschef, brand och sakerhet, RISE
- Pernilla Ljungberg, brandinspektdr, Medelpads Raddningstjanstforbund

- Robert Jonsson, delvis pensionar, studierektor mm emeritus brandingenjorsutbildningen LTH
- Staffan Bengtson, civilingenjor, grundare, Brandskyddslaget AB

- Tobias Chevalier, Flameguard

- Viktor Wabhlsten, brandingenjor, Brandskyddslaget AB

Personerna fran RISE har bjudits in fran referensgruppsmote nr. 2 och framat, detta da deras expertis
och erfarenhet géallande brandprovning bedémdes vardefull.

Som en direkt konsekvens av referensgruppsmotena genomférdes ett dorroppningstest (10 000
cykler). Referensgruppen framférde betankligheter kring gangjarnens bestandighet i det fall
projektet landade i att nagon form av skyddande skiva bedomdes nédvandig for att 6ka
brandmotstandet pa aktuella dorrar. Dorroppningstestet forklaras mer ingdende nedan under sida 17
och dess resultat presenteras under sida 39.



Forkortningar

BBR — Boverkets byggregler

LOU — Lagen om offentlig upphandling (SFS 2016:1145)
LSO — Lagen om Skydd mot olyckor (SFS 2003:778)
MSB — Myndigheten for samhallsskydd och beredskap

SARF — Sodra Alvsborgs Raddningstjanstférbund

Sammanfattning

Rapporten syftar till att utreda vilket brandmotstand aldre befintliga (1940-50-tal) lagenhetsdorrar
har, samt foresla atgarder for att 6ka deras brandmotstand. Rapporten inleds med att presentera den
bakgrund som har foranlett, problematiken med dorrarna samt nagra av de regelverk som paverkar.
Rapporten redovisar vidare brandtester av tva olika dorrtyper i miniugn samt fullskaleférsok dar
dorrarna testas mot standardbrandkurvan (ISO 834). Testerna upprepas en andra gang med
kompletteringar i form av tatningslist, svallist samt 12mm MDF-skiva for att undersoka vilket
brandmotstand doérrarna kan kompletteras upp till. For den lattare av dorrarna gors dven ett
Oppningscykeltest (10 000 cykler) for att undersdka dorrarnas paverkan av kompletteringarna éver tid.
Rapporten kompletteras dven med ett enklare forsok att kartlagga dorrar utan att férstérande
provning behdéver genomféras, med hjadlp utav varmekamera (IR-kamera) samt varmepistol eller

kylspray.

Resultatet visar att aktuella dorrar utan kompletteringar har ett brandmotstand pa ca 9 alternativt 14
brandminuter. Med de kompletteringar som undersokts kunde dessa tider forlangas till ca 20
alternativt 23 brandminuter. Oppningscykeltestet indikerar att kompletteringar inte nédvandigtvis
innebar att dérren behover kompletteras med ett ytterligare gangjarn. Forsoken med varmekamera
ger skal att tro att kartlaggningen av dorrarnas konstruktion kan géras utan férstérande provning.

Avslutningsvis diskuteras resultaten och ett antal slutsatser dras utifran dessa. Slutsatserna
konstaterar att dérrarnas brandmotstand ar vasentligt Iagre an vad som framgar av dagens byggreglers
allmanna rad, men att brandmotstandet kan foérlangas med kompletteringar som éar relativt billiga.
Slutsatserna konstaterar dven att brevinkastet utgér en svag punkt, men att tittéga inte nédvandigtvis
ar det. Forfattarna uttalar sig aven om rapportens tillimpning vid tillsyn enligt LSO och delar med sig
av SARFs tolkning av rapportens resultat.



Summary

The report aims to investigate the fire resistance of older existing (1940s-50s) apartment doors, as well
as to propose measures to increase their fire resistance. The report begins by presenting the
background and some of the regulations that affect them. The report then fire tests two different door
types in a, so-called, mini oven as well as full-scale tests where the doors are tested against ISO 834.
The tests are repeated with additions in the form of sealing strip, swelling strip and 12mm MDF board
to investigate what fire resistance the doors can be supplemented up to. For the lighter door model,
an opening cycle test (10,000 cycles) is also performed to investigate the impact of the additions on
the doors over time. The report is also supplemented with an attempt to investigate the doors’
construction without destructive testing having to be carried out, with the help of a thermal camera
(IR camera) and a heat gun or cooling spray.

The result shows that current doors without additions have a fire resistance of approx. 9 or
alternatively 14 fire minutes. With the additions examined, these times could be extended to
approximately 20 or 23 fire minutes. The opening cycle test indicates that additions do not necessarily
mean that the door needs to be supplemented with an additional hinge. The tests with a thermal
camera give reason to believe that the mapping of the doors' construction can be done without
destructive testing.

Finally, the results are discussed and a number of conclusions are drawn based on them. The
conclusions state that the fire resistance of the doors is significantly lower than what appears from the
general advice of today's building regulations, but that the fire resistance can be extended with
additions that are relatively cheap. The conclusions also state that the mail drop is a weak point. The
authors also comment on the report's application in supervision according to LSO and share SARF's
interpretation of the report's results.
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Bakgrund

Kravet pd brandklassade lagenhetsdérrar kom med byggreglerna® &r 1960, dd med klassen C1/4 vilket
innebar brannbar dérr med 15 minuters brandmotstand enligt datidens provningsmetod. Fére ar 1960
fanns inga krav alls géllande brandmotstand pa ldgenhetsdorrar i brandcellsgrans mot trapphus.
Aktuellt Brandforsk-projekt fokuserar darfor pa lagenhetsdorrar fran 1940-1950 talet, detta da manga
sddana dérrar finns kvar dn idag (enligt erfarenhet fran SARF) och att brandmotstandet ar hogst oklart.

19672 inférdes krav pé lagst brandklass B 15 pa lagenhetsdérrar och 19943 héjdes nivan till brandklass
El 30 vilket dven géller idag men med tilldgget S, avseende rokgastathet som inférdes ar 2012% (da
betecknad Sm). Oklart hur ljudkrav och krav pa brandmotstand har foljts at, referensgruppen tipsade
om att férsoka spara detta, men skriftliga kallor saknas.

Forskningsprojektet har sitt ursprung i att SARF i borjan av 2022 férelade fastighetsdgare vid LSO-
tillsyn att byta ut 1940/50-tals dorrar till brandklassade dérrar. Dorrarna var i samtliga fall
brandtekniskt oklassade lagenhets-, kallar- eller vindsddrrar direkt mot trapphus dar de allmanna
raden enligt Boverkets byggregler idag foreskriver lagst brandklass EI30 Sxo.

Vid 6verklagande till férsta instans (Lansstyrelsen) beddmdes det att SARF inte haft fog att krédva
dorrbyte eller atgarder enbart baserat pa att dorrarna ar brandtekniskt oklassade, utan Lansstyrelsen
ville att dess faktiska brandmotstand skulle bedémas i varje enskilt fall. Arendena returnerades till
SARF fér vidare handliaggning, och vid en ny prévning bedémde Léansstyrelsen att en uppskattning av
dorrens brandmotstand ar tillrdcklig. Uppskattningen kring dorrarnas brandmotstand ar dock hogst
subjektiv och komplex, vilket denna rapport visar. SARF har darfor gjort en ansats att utreda denna
typ av dorrar, dess bestandighet och brandmotstand i denna rapport for att battra pa kunskapslaget
och forenkla sin egen och andra raddningstjansters bedomning av skaligt brandskydd vid tillsyn enligt
LSO.

Vid en omvirldsbevakning fann SARF inga rapporter dir liknande brandtester har gjorts pa denna
doérrtyp. Aldre spegelddrrar har testats i ett par olika rapporter, dar resultaten i de flesta fall tyder pa
att brandmotstandet ar vasentligt lagre dn vad som géller enligt allmanna raden i dagens byggregler.
Vad detta betyder for en skdlighetsbedémning (dar olika rattsinstanser aterkommande aterger att
dagens byggregler ar vdgledande vid skdlighetsbeddmning) ar upp till den enskilda radddningstjansten
att fundera 6ver. Men en liknande rapport med brandtester for 40-50 tals dorrar kunde inte finnas,
SARF sokte darfor medel fér att genomféra en sddan, dir dessa dorrar testas mot nivan pa
brandteknisk klass enligt de allménna raden i dagens byggregler.

1 Kungliga byggnadsstyrelsens publikation 1960:1 ”Anvisningar till byggnadsstadgan BABS 1960”

2 Foreskrifter, rdd och anvisningar for byggnadsvasendet utfirdade med stéd av 76 § byggnadsstadgan BABS
1967. Statens planverk publikation nr. 1

3 Boverkets byggregler 1 (BFS 1993:57). Boverket

4 Boverkets byggregler 19 (BFS 2011:26). Boverket



Syfte

Att utreda aldre lagenhetsdorrars brandmotstand samt hur doérrarna kan kompletteras och vilket extra
brandmotstand som ges av aktuella kompletteringar.

Avgransningar

Fokus pa jamntjocka doérrar (ej spegeldérrar) fran 1940-1950 talet.

Kompletteringar av dorrarna ska vara enkla att forsta och tillimpa. Kompletteringarna ska dven vara
latta att tillampa och handla upp pa marknaden enligt LOU. Unika produkter med bristfalliga/oklara
verifieringar ska inte utredas vidare inom detta projekt. Kompletteringarna av dorrarna ska dven vara
bestaende dver tid och krdva minimalt underhall.

Bakomliggande juridik

Vid tillsyn enligt LSO sa ska en skalighetsbedémning av brandskyddet genomfdras och ligga till grund
for ett eventuellt foreldggande med krav pa atgarder. Langtgaende atgarder kan beddomas skaliga vid
sarskilda omstéandigheter som beror brister i personsdkerhet vid brand, detta enligt prejudicerande
domar® fran Regeringsratten dar brandskyddsnivan héjdes jamfért med senaste bygglovet fér nyligen
uppférda byggnader. Generellt bedéms® dock brandskyddsnivan utifrén byggreglerna som géllde vid
byggnadens senaste bygglov om inga sarskilda omstandigheter foreligger. Nar sarskilda
omstindigheter bedéms foreligga s& anses nuvarande byggregler som vigledande’ 8 och stédjande®
10, En s& kallad sarskild omstindighet kan vara att brandskyddsnivan skiljer sig mycket fran dagens

byggregler.

For dldre byggnader, exempelvis flerbostadshus, med bevarandekrav inom byggnadens trapphus,
kravs samrdd!! med berérd myndighet for att fa till stand en avvigning mellan ldgenhetsddrrarnas
eventuellt bristfalliga brandskydd och eventuella kompletteringsatgarder som riskerar att férvanska
dorrarnas trapphussida och ddarmed star i strid med dess bevarandekrav. Vid starka bevarandekrav
och risk fér forvanskning sa finns exempel!? pd nar en nagot lagre brandskyddsniva (jamfért med
dagens byggregler) har accepterats vid kompletteringsatgarder pa lagenhetsdorrar i brandcellsgrans
mot trapphus. Men det finns dven rattsfall’®> som havdar att brandskydd gar fére bevarandekrav,
exempelvis skriver Forvaltningsratten i Luled att “De eventuella ingrepp som mdste genomféras for att
uppnd ett godtagbart brandskydd har féretrdde fére ett kulturhistoriskt virde”.

5RA 1972 C 229 och RA 82 2:5

6Sid. 69. Handbok — kommunal tillsyn enligt lagen (2003:778) om skydd mot olyckor. ISBN: 978-91-7927-279-1.
MSB

7 Kammarréatten i Jénkdping, mal nr. 14-19. Daterad 2019-05-22

8 Kammarratten i Stockholm, mal nr. 9018-18. Daterad 2019-09-11

9 Kammarratten i Géteborg, mal nr. 5323-13. Daterad 2014-09-24

10 Kammarratten i Géteborg, mal nr. 6469-17. Daterad 2018-07-02

11 §13. Myndigheten for samhillsskydd och beredskaps féreskrifter och allmdnna rdd om hur kommunen ska
planera och utfora sin tillsyn enligt lagen (2003:778) om skydd mot olyckor. MSBFS 2021:8

12 Kammarratten i Géteborg, mal nr. 5590-18. Daterad 2020-02-06

13 Férvaltningsratten i Luled. Mal nr. 2024-446. Daterad 2024-04-24



Nuvarande byggregler BBR* anger den brandtekniska klassen El 30 Sy for ldgenhetsdérrar i
brandcellsgrans mot trapphus. Denna brandtekniska klass med tillhérande brandskyddsniva ses
darmed som vagledande vid nutida skalighetsbedémning av aldre brandtekniskt oklassade
lagenhetsdorrar i brandcellsgrans. Detta matt pa skyddsniva vid brand bekraftas dven via statlig
radgivning'® avseende brandskydd i flerbostadshus som anger att dldre dérrar i brandcellsgrans kan
behova forstarkningsatgarder, antingen genom att doérrarna byts ut eller kompletteras.

SARF har vid nutida LSO-tillsyner stétt pa brandtekniskt oklassade ldgenhetsdérrar mot trapphus
inom aldre flerbostadshus fran ar 1940-1960 dar davarande byggregler inte stallde nagra krav pa
brandmotstand. Féreldggandet frdn SARF avseende krav pa nya brandklassade ldgenhetsddrrar som
Lansstyrelsen® upphavt dr frdn &r 2023. Motiveringen var att det inte racker med konstaterandet att
brandteknisk klass saknas, utan det kravs enligt Lansstyrelsen en bedémning av dorrens
brandmotstand.

Nar SARF sedan bedémde (subjektivt) dérrarnas motstadnd i andra liknande tillsynsfall s&
Overklagades nagra foreldgganden (totalt 5 flerbostadshus inom 4 olika tillsynsdrenden).
Lansstyrelsen?” 18 19 20 konstaterar da att 10-15 brandminuters brandmotstand (subjektiv bedémning
av brandmotstandet fran SARF:S sida) inte utgdr skligt brandskydd och att byte till brandklassade
dorrar ar skaligt och proportionerligt i forhallande till vad som ska skyddas.

Avseende dérrar med brandmotstand hanvisar BBR?! till klassificeringsstandarden SS-EN 13501-2,
med nu gallande version SS-EN 13501-2:2023 benamnd " Brandteknisk klassificering av
byggprodukter och byggnadselement - Del 2: Klassificering baserad pd provningsdata frdn metoder
som mdter brandmotstdnd och/eller brandgastdthet, utom fér produkter for ventilationssystem”.
Lagenhetsdorrar mot trapphus kan i nuldget inte CE-markas da produktstandarden SS-EN 14351-2 for
innerddrrar annu inte ar harmoniserad. For innerdorrar, precis som for ytterdorrar, galler
provningsstandarden SS-EN 1634-1 for brandmotstand samt SS-EN 1634-3 for brandgastathet. |
provningsstandarden SS-EN 1634-1 ges sedan hanvisning till EN 1363-1 dar standardbrandkurvan
(ISO 834) beskrivs som dimensionerande brandscenario vid provning av brandmotstandet hos dorrar.

Innerdérrar, vilket innefattar lagenhetsdérrar mot trapphus, kan alltsa inte CE-mérkas och detta
innebar att brandklassning av innerdorrar tillsvidare istéllet kan typgodkédnnas och att befintliga
typgodkannanden ar giltiga.

14 Boverkets byggregler, BFS 2011:6 med &ndringar t.o.m. 2020:4. Avsnitt 5
15Sid. 12. Brandskydd i flerbostadshus. ISBN: 978-91-7927-105-3. MSB
16 Lansstyrelsen i Vistra Gotaland. Dnr. 26207-2022. Daterat 2023-03-22
17 Lansstyrelsen i Vistra Gotaland. Dnr. 12457-2023. Daterat 2023-12-14
18 Lansstyrelsen i Vastra Gotaland. Dnr. 12452-2023. Daterat 2023-12-14
19 Lansstyrelsen i Vastra Gotaland. Dnr. 12309-2023. Daterat 2023-12-14
20 ansstyrelsen i Vastra Gotaland. Dnr. 613-2023. Daterat 2023-12-05

21 BBR 5:2311 allmént rad
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Beskrivning av dorrar

Dorrtyp A — Provforemal A

Den forsta dorrtypen (hdadanefter provforemal A) som testas ar fran en byggnad som ar uppférd 1957
enligt fastighetsregistret. Dorren ar brandtekniskt oklassad. Dérren har matten 202 x 84 x 4,2 cm och
vager 19,8 kg utan tillhérande karm. Dorren har tva gangjarn.

Dorren har sagats isar for att undersdka dess innanmate, dar det framkom att det ar fyllt med
hyvelspan som drankts i nagon form av tillsatsmedel sa att det haller sin form. Dessa hyvelspan ar
placerade mellan tva (4 mm pa vardera sida) fanerskivor, och dorrens ramverk utgérs av reglar med
matten 2,54 x 3,5 cm. Dérren ar forsedd med brevinkast beldget 66 cm fran dérrens underkant, samt
titthal. Brevinkastet Oppnar mot trapphussidan. Dorren presenteras nedan under Figur 1-2.

(@ &0

1]
J

5

Figur 1: Provféremdl A ddr fanerskivans tjocklek och dérrens uppbyggnad syns
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Figur 2: Provfc'ireml A ddr fyllningen frilagts genom att fanerskivan tagits bort.

Dorrtyp B — Provforemal B

Den andra dorrtypen (hddanefter provféremal B) som testats dr en brandtekniskt oklassad dérrmodell
som hamtats ur en byggnad uppford 1959 enligt fastighetsregistret. Dérren har matten 202,5 x 85 x
4,5 cm (hojd x bredd x djup) och vager 37,1 kg utan tillhdrande karm. Dérren ar upphangd med tre
gangjarn, se Figur 3-4.

Dorren har sagats isar for att undersdka dess innanmate, och detta utgérs av ett ramverk av reglar
med matten 2,54 x 3,5 cm i ytterkant av dorrbladet. Utanpa reglarna finns 5 mm teak-faner pa bada
sidor. Mellan reglarna har dorren fyllts med vagformat pressat sagspan. DOrren har ett titthal och ett
brevinkast placerat 66 cm fran golvet. Brevinkastet 6ppnar mot lagenhetssidan.

Som syns i Figur 3 ar dorrarna mycket lika varandra visuellt fran utsidan, men ovanstaende stycken
klargor att framfor allt vikten skiljer dem at. Det visuellt enklaste sattet att sarskilja dem ar genom dess
gangjarn, dar provféremal A har tva gangjarn, och denna dorr har tre.
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Figur 3: Dérrtyp B fran ca 1959 som provats i rapporten.
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Dorrtyp C

Dorrtyp C utgdrs av en oklassad dérr fran brandstationen i Boras (SARF) fran ca &r 1940. Historiskt har
det funnits inredda bostdder pd brandstationen, men det ar oklart om dorren suttit placerat i
brandcellsgréans. Doérren har en tjocklek pa ca 40 mm och ar utférd med trafaner, se Figur 5. Dorrbladet
har en vikt pa 32,0 kg.

Figur 5 Dérrtyp C - hela dérren

Nar dorren sagades isar visade sig att det finns langsgaende luftspalter i dérren, med tva olika
dimensioner dar den storsta luftspalten I6per hela vagen mellan dérrens ytterfaner, se Figur 6. Den
synliga tréfaneren ar utford med ca 4 mm tjocklek. Sedan 6vergdr stommen i massivt trd, forutom
luftspalterna. Dorrtyp C anvands inte i nagra fortsatta brandtester, utan dr endast med for att visa pa
variationer i konstruktion av dorrar fran 1940 och 1950-talet.

Figur 6 Dérrtyp C - genomskdrning



14

Metod

Da nuvarande byggregler ar vagledande och stédjande vid skalighetsbedomning av brandskyddet
enligt LSO, sa bedoms det lampligt att aktuella dorrar utvarderas efter ssmma provningsmetod som
dagens brandklassade lagenhetsdérrar. Darfor har tvd provningsmetoder (miniugn?? och
fullskaletest?® valts dar brandmotstandet utvirderas utefter standardbrandkurvan (ISO 834)).
Fullskaletesten foljde SS-EN 1634-1 (provningsstandard av brandmotstand for dérrkonstruktioner)
som nuvarande BBR hanvisar till (genom en kedja av olika standarder). Provning av roktathet
utfordes inte.

For att fa en indikation pa hallfasthet i gangjarnen pa aldre dérrar som kompletteras med en tung
skiva sa har dven ett 6ppningscykeltest genomforts.

Da aldre lagenhetsdorrar kan vara av hogst olika fabrikat och utférande sa har dven tva olika metoder
(kylspray/varmepistol med avlasning via vairmekamera) utvarderats avseende icke-forstorande
kartldggning av dorrarnas utforande.

Testmetod med miniugn

For att kunna genomfoéra indikativa brandprovningar i liten skala med syfte att fore fullskaletest
prova doérrarnas befintliga brandmotstand och vardet av olika kompletteringar sa har testmetod
anvints enligt SP Brand 119%*. Brandpaverkan sker enligt standardbrandkurvan med
temperaturstegring och toleranser enligt SIS 02 48 20 och provforemalet (bit av dorrblad med
matten 550 mm x 650 mm) tvingas fast vertikalt mot ugnen, se Figur 7. Mellan miniugnen och
provféremalet drevades med stenull.

|
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/ o
Provforemsl I
Isolering - 7 }
( O |
Stélram N ~ i
I
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/ 1
T N I
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~

[

Figur 7. Provuppstdllning miniugnstest

Temperaturen i ugnen loggas samtidigt som yttemperaturen mats pa 5 olika punkter pa icke
brandutsatt sida av provféremal, se Figur 8.

22.5p Brand 119 med brandkurva enligt SIS 02 48 20:1977 (ISO 834:1975)
23 Metod enligt EN 1634-1:2024 + A1:2018 med brandkurva enligt EN 1363-1:2020
24 5p BRAND 119 Brandprovning av byggnadskonstruktioner i liten skala. Utgdva 5, 2012-02-02
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Figur 8 Placering termoelement miniugnstest

Nar den genomsnittliga temperaturdkningen i matpunkterna éverstiger 140°C (med starttemperatur
20 C°) sa overskrids kriteriet for provforemalets isolerférmaga (betecknas 1), alternativt en
temperaturdkning i enskild matpunkt om 180°C. Aven visuella observationer under testet loggas,
inkluderat observationer av provféremalets integritet (betecknas E) vilket i princip motsvarar
genombrinning.



Fullskaletest
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Testmetod enligt EN 1634-1 dar dorrarna kan brandprovas parvis placerade vertikalt i en anslutande

konstruktion mot ugnen. Fér aktuella dérrar sa muras en vagg upp med anpassade 6ppningar dar
dorrarna monteras och stenullsdrevas, se Figur 9.

Provféremal " i
‘ ‘ Provfdremal ‘

-1 A T B

‘ Oppningsmatt

{930 x 2105 mm (BxH)
|

/
l/

‘ ":
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/ 930 x 2085 mm (BxH

Anslutande konstruktion
200 mm block av littbetos

4 X e -4
A s —
El 200 mm mellan
I ‘ Oppningarna ‘
a
‘ ‘ Obrénnbar golvskiva
< l _—~ 200 mm utstick el
a I ‘ —T
4 . a Aa.. < T
k-l ) Concrete frame =~ 4
B " A 4 “A
. < 4 . A 4
<

Figur 9. Provuppstdllning fullskaletest.

Dorren med den anslutande konstruktionen satts pa en vertikalugn som sedan varms upp enligt
standardbrandkurvan vilken finns beskriven i EN 1363-1. Provet pagar sedan sa lange som kravs for
aktuellt godkdnnande. Foljande kriterier galler for att dorren ska raknas ha forlorat sin
brandavskiljande formaga:

- Genomsnittlig temperaturdkning i samtliga matpunkter éverstiger 140°C, eller en
temperaturdkning i enskild matpunkt om minst 180°C (isolerférmaga 1)

- Bomullstuss antdnds av sticklaga (integritet E)

- Ihallande lagor 6ver 10 sekunder (integritet E)

- Sprickor/glipor i provféremalet. Antingen langsmala med minsta matt 6 x 150 mm eller st6rre

hal med minsta diameter 25 mm.
Det kriteriet som forst uppfylls rdknas som dimensionerande for hela testet.

For placering av termoelement m.m., se Figur 10.
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Figur 10. Termoelementens placering pd provféremdlen.

Mekaniskt 6ppningstest

Det mekaniska 6ppningscykeltestet® utférs enligt SS-EN 1191:2012 dér dérren monteras i en testrigg
dar en mekanisk arm 6ppnar och stanger dérren 10 000 ganger. Eventuell paverkan pa gangjarnen
mats.

Syftet med testet &r att fa en indikation avseende gangjarnens hallfasthet nar en skiva monteras pa
en aldre dorr. | aktuellt fall med dorrtyp A som testats, sa vager skivan nastan lika mycket som dérren
(skivan utgor 40% av totalvikten). Fragestallningen blir dd om dorren kraver ett tredje gangjarn for att
sakerstalla fortsatt god 6ppningsfunktion med skivans tyngd, eller om dérren fortsatt klarar sig med
befintliga gangjarn.

Kartlaggning med hjalp av kylspray/varmepistol och IR-kamera

Med syfte att kunna undersdka dorrarnas uppbyggnad utan att behdva anvanda forstérande provning
sa testas en metod dar rdaddningstjanstens virmekamera anvands i kombination med kylspray
respektive varmepistol. Dorren kyls alternativt varms och sedan avldses dérren med varmekamera
(fran bada sidor) med syfte att fa en sorts genomlysning av dérren och pa sa satt kunna grovt bedéma
brandmotstandet. Tanken &r att pa grund av materialens olika varmeledningsformaga sa bor
temperaturskillnader uppsta vilka eventuellt askadliggér dorrens konstruktion, och skulle vara ett
relativt enkelt satt att underséka dérrarnas uppbyggnad eller konstruktion.

Vid test med kylspray visade sig temperaturdifferenserna bli for sma for att fa utslag pa icke nedkyld
sida. Detta ledde till att kartlaggningen istallet skedde med varmepistol och IR-kamera.

25 6S-EN 1191:2012, Fénster och dérrar - Slitage - Motstand vid upprepad 6ppning och stangning -
Provningsmetod
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Forsoksuppstallningar infor brandtester

Forsoksuppstallning miniugnstest 2023-12-15 — Dorrtyp B utan kompletteringar

Provféremalet (enbart del av dorrblad utan kompletteringar) monterades mot miniugnen och
forseddes med termoelement enligt Figur 11.

Figur 11. Provféremdlen fére provets start.

Forsoksuppstallning  fullskaletest 2024-02-23 — Dorrtyp A och B utan
kompletteringar

Provforemal A och B (kompletta dérrar med originalkarm) monterades i en lattbetongvigg med 4
stycken kraftiga skruvar vardera. Dorrarna monterades sa att brandutsatt sida blir mot trapphuset
(gangjarnssida).

Dorrarna forseddes med termoelement for att mata yttemperaturen pa icke brandutsatt sida
(se Figur 12). Mellan lattbetongvagg och dérrkarm genomfordes drevning med stenull.
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Figur 12. Provféremdlen fére provets start, provféremal A till héger och B till vénster.

Forsoksuppstallning Miniugnstest 2024-04-11 — Dorrtyp A kompletterad med 12
mm MDF-skiva

Provuppstallning for miniugnstestet med atgarder ar motsvarande test utan atgarder men med
foljande justeringar och kompletteringar

e 12 mm MDF skiva monteras pa brandutsatt sida av dorrblad (se Figur 13).

Figur 13. Dérrtyp A med en 12 mm MDF-skiva monterad.
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Forsoksuppstallning fullskaletest 2024-05-14 — Dorrtyp A och B kompletterade
med brandsvallande list, ny tatningslist, 12 mm MDF skiva

Provuppstallning for fullskaletest med atgarder &r motsvarande test utan atgarder men med féljande
justeringar och kompletteringar:

Dorrarna monteras sa att brandutsatt sida blir mot ldgenheten (icke gangjarnssida).
Grafitbaserad brandsviéllande list frases in i dorrbladet pa langsidorna och ovansidan, se Figur
14-15.

Tatningslister (for kalla brandgaser) monteras i dorrkarm, se Figur 16.

Brevinkast fylls med stenullsisolering, se Figur 17.

12 mm MDF (densitet ca 670 kg/m?3) skiva monteras pa brandutsatt sida (ldgenhetssida).
Skruvas med traskruv i dérrens ramverk med 20 cm mellan skruvarna. Se Figur 16.



Figur 14. Dérr kompletterad med MDF-skiva och
brandsvdllande list infrdst i dérrbladet.

\ ,L\,

Figur 16. Tdtningslist (svart) monterad i dérrkarm samt
skruvad MDF-skiva med 20 cm mellan skruvarna.

Figur 15. Frdsning innan montering av brandsvdllande list

Figur 17. Brevinkast fyllt med stenull.

21
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Forsoksuppstallning dppningstest

Dorrtyp A forsags med en 12 mm MDF-skiva som skruvades pa insida dorr. Dorren inklusive dorrkarm
monterades i en testrigg dar en mekanisk arm programmerades att 6ppna och stdnga dérren 10 000

ganger, se Figur 18-19.

1T

Figur 18: Dérrtyp A i testrigg fér Gppningstestet Figur 19: Kompletteringsskiva pd dérrtyp A infér
6ppningstest
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Analys av mojliga kompletteringsatgarder

Brandskyddsfarg

Brandskyddsfarg kan anvandas i flera olika syften:

e Forbattrat brandmotstand for barande byggnadsdelar (brandteknisk klassbeteckning R —
barférmaga vid brand). Brandskyddsfarg finns i detta avseende framtaget for stal och tra.

e FoOrbattrad ytskiktsklass for exempelvis vaggar och tak. En oskyddad travagg i klass D-s2,d0
kan exempelvis ofta brandskyddsmalas upp till klass B-s1,d0 som utgor ytskiktskravet inom
exempelvis utrymningsvagar.

Nar det géller dorrar sa utgar den forsta punkten eftersom en dorr aldrig kan ha nagon barférmaga
vid brand sasom pelare och balkar har. En dorr kan aldrig vara en del av en byggnads barande
stomme. Vissa leverantérer pa marknaden pastar att deras brandskyddsfarger kan anvandas for att
uppna avskiljande brandklass, exempelvis brandteknisk klass El 60. Vid ndarmare granskning av
brandprovningen bakom dessa produkter visar det sig att marknadsféringen saknar evidens fran
brandtester eller att brandtesternas resultat har extrapolerats kraftigt. Ofta har produkten
brandprovats pa en hel vaggsektion vilket dven da inkluderar skivmaterial, isolering, osv. Produkten
kan som konceptlosning, tillsammans med en viss vaggkonstruktion, uppna marknadsford brandklass
men produkten i sig kan inte appliceras pa valfri skiva och uppna samma klass. Evidens bedoms i
dagsldget saknas for anvandning av brandskyddsfarg som metod att uppna ett 6kat brandmotstand
for dorrar i brandcellsgrans.

Fordelen med brandskyddsfarg som kompletterande brandskyddsatgéard ar att kompletteringens vikt
ar valdigt liten, i princip obefintlig. Detta ar positivt da kompletteringen inte 6kar belastningen mot
dorrens gangjarn.

Vid en omvarldsbevakning sa upptéacktes att endast en brandskyddsfarg har
brandprovats/ytskiktsprovats pa befintlig malad trayta, vriga produkter pa marknaden kraver
trarena ytor. Alla produkter som hittats dr dock brandprovade pa minst 8 mm tjocka tramaterial,
vilket innebar att aktuella lagenhetsdorrar med endast en 3 mm tjock fanér inte gar att
brandskyddsmala utifran marknadens produkter och dess bakomliggande brandprovningar.

Vid brandskyddsmalning ar fargtjockleken viktig och direkt kopplad mot brandskyddet. Detta innebér
att fargtjockleken maste matas, nagonting som kraver avancerad matutrustning och kunskap.

En lagenhetsdorr bedéms vara en utsatt byggnadsdel som utsatts for slitage och stétar nar boende
passerar, exempelvis barandes mdbler, matkassar etcetera. Husdjur kan hoppa upp med klorna och
repa dorren. Trapphussidan av dorren kan fastighetsdgaren utan storre problem kontrollera och vid
behov underhalla, men insidan av dorren ar svarare att halla koll pa da den tillhér hyresgastens
boendedoman. Exempel finns fran raddningstjanstens tillsyner dar insidan av ldgenhetsdorren har
varit mycket sliten, se Figur 20.
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Figur 20 D6rr med rivskador fran husdjur

Sammantaget bedoms brandskyddsmalning av ldgenhetsdorr inte fungera da marknadens produkter
inte brandprovats fér smalare tratjocklek an 8 mm. Brandskyddsmalning bedéms dven krava
avancerad matutrustning och darmed vara komplicerat. Slutligen sa bedoms en lagenhetsdorr inte
vara lamplig som brandskyddsmalad yta da dorren riskerar att utsatts for omfattande slitage vilket
utgor ett direkt hot mot brandskyddsfargens funktion.

Brandskyddspapper med svallande funktion

Pa marknaden finns produkter innehallandes kisel eller grafit som svéller vid brand och som kan fastas
pa hela dorrblad. Nagra brandtester som verifierar produkternas formaga har dock inte hittats.

Daremot att anvanda aktuellt material till brandsvallande list med placering i dorrkarm bedéms utgéra
en val beprovad l6sning som kan forlanga brandmotstandet, detta enligt erfarenhet fran iblandad
personal fran RISE. Provningsprotokoll tillhér dock kunderna och omfattas av sekretess.

Skivmaterial

Skivmaterial utgor vanliga material i brandcellsgranser som 6kar genombrinningstiden. Att forstarka
dorrar med skivmaterial beddms utgora en evidensbaserad metod att 6ka genombrinningstiden.
Verifiering kan exempelvis utféras mot en eurocode?® som svenska traguiden anvander sig av. Att
komplettering med skivmaterial dven eventuellt kan forbattra dorrens ljudtalighet ar nagot som
aktuellt projekt inte undersoker vidare.

26 Berhttps://www.traguiden.se/om-tra/brandsakerhet/trakonstruktioners-brandmotstand/trakonstruktioners-
brandmotstand/berakning-av-avskiljande-formaga-enligt-eurokod/dkning av avskiljande férmaga enligt Eurokod
- TraGuiden (traguiden.se)



https://www.traguiden.se/om-tra/brandsakerhet/trakonstruktioners-brandmotstand/trakonstruktioners-brandmotstand/berakning-av-avskiljande-formaga-enligt-eurokod/
https://www.traguiden.se/om-tra/brandsakerhet/trakonstruktioners-brandmotstand/trakonstruktioners-brandmotstand/berakning-av-avskiljande-formaga-enligt-eurokod/
https://www.traguiden.se/om-tra/brandsakerhet/trakonstruktioners-brandmotstand/trakonstruktioners-brandmotstand/berakning-av-avskiljande-formaga-enligt-eurokod/
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Resultat

Analys med varmepistol och varmekamera

Nedan presenteras dorrtyp A och dorrtyp B vid temperaturpaverkan av varmepistol sett ur IR-kamera.
Intill IR-bilderna presenteras ocksa figurer som anvands tidigare i rapporten foér att underlatta
jamforelse. | Figur 22 nedan visar de réda omradena dar varmen fran varmepistolen fatt genomslag.

Figur 22 Dérrtyp A pd icke-vdrmeutsatt sida

Figur 23: Dérrtyp B i genomskdrning



Figur 24 Dérrtyp B - varmeutsatt sida uppvédrmd med vdrmepistol via IR-kamera

Figur 25 nedan redovisar ingen varmesignatur pa icke uppvarmd sida.

Figur 25 Dérrtyp B - icke vdrmeutsatt sida via IR-kamera, kort in i tidsférloppet

Efter lang tid av varmepaverkan visar icke virmeutsatt sida pa signaturer i form av rétt omrade i
Figur 26 nedan.

M.&.‘.& 4 ‘ y

Figur 26 Dérrtyp B - icke vdrmeutsatt sida efter Iang varmepdverkan frdn motsatt sida, sedd ur IR-kamera

26



Miniugnstest 2023-12-15 — Dorrtyp B utan kompletteringar

Provresultatet fér provféremalet nedan (Fel!
medeltemperatur i ugn i jamfoérelse med brandkurva enligt ISO 834:1977 samt temperatur pa
termoelementen TC1-TC5. Nedan redovisas dven bilder efter 3 minuter (Figur 29), integritetsbrott
efter 35 minuter (Figur 30) och resultatet efter provningen (Figur 31).

Provférhallande: Medeltemperaturen i ugnen
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Figur 27. Medeltemperatur i ugn
brandkurva enligt ISO 834:1977.
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Figur 28. Temperaturstegring for miniugnstest utan

atgdrder.
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Figur 30. Provféremdlet efter 35 minuter.

efter att provningen avslutats.

Provforemal

Dorrblad B

Tid integritetsbrott

35 min 20 sek

Fallerande kriterie

Ihdllande laga langre an 10 sekunder

Termoelement

Medeltemperaturstegring 6ver 140°C vid 33 minuter.
Maximal temperaturstegring 6éver 180°C vid 34 minuter vid
termoelement TC1.

Observationer

Provforemalet borjar strax innan integritetsbrott att ryka igenom (Figur 29). Integriteten for
provforemalet sker i princip simultant med borjan i mitten av nedre delen av provféremalet.
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Fullskaletest 2024-02-23 — Dorrtyp A och B utan kompletteringar

Medeltemperatur i ugnen i jamforelse med standardbrandkurvan redovisas i Figur 32.
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Figur 32. Medeltemperatur i ugn i jimférelse med standardbrandkurvan (EN 1363-1).

Provresultatet for féremal A och B redovisas nedan i grafer med termoelementen A1-A5 och B1-B5
(Figur 33-34) samt i bilder efter 3 minuter (Figur 35) samt nar integritetsbrott sker for provforemal A
och B, Figur 36-38. Bild redovisas dven for provféremal B efter 16 minuter, se Figur 39.
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Figur 33. Temperaturstegring for provféremal A. Figur 34. Temperaturstegring fére provféremal B.

Figur 35. Provféremdlen efter ca 3 min av provet. Figur 36. Provféremdl A fallerar efter drygt 9 min av
provet.



Figur 37. Vy fran ughen (baksidan av provféremal) i

Figur 3.
6gonblicket dd integriteten fallerar fér provféremal A.

Integriteten fér provféremal B fallerar dd
bomullstussen anténds efter 14 min. Tdckande skiva har

placerats 6ver provféremdl A for att testet ska kunna
fortga.

"

Figur 39. Dérrtyp B
provféremdal A.

efter 16 min. Tdckande skiva 6ver



Provforemal

A

32

B

Tid integritetsbrott
Fallerande kriterie

Termoelement

Observationer

9 min 20 sek
Ihallande laga med varaktighet
langre an 10 sekunder
Temperaturen Overskred inte det
tillatna pa nagon utav
matpunkterna fram tills att
integriteten fallerade.

14 min 20 sek
Bomullstuss antands

Temperaturen overskred inte det
tilldtna pa ndgon utav matpunkterna
fram tills att integriteten fallerade.
Dock 6verskreds den tillatna
temperaturen vid matpunkt B10 efter
15 min och 20 sek.

Integriteten for testféremal A forloras i princip simultant dar stora delar av dérren brinner igenom
samtidigt. Resultatet visar pa att hela dorrbladets brandmotstand &r bristfalligt och att inga direkta
enskilda svaga punkter sa som brevinkast, tittéga eller anslutningar dérr/karm kunde identifieras.

Integriteten for testféremal B férloras genom att utstickande lagor bryter igenom vid brevinkastet och
antidnder bomullstussen. Dessutom Overskreds den tilldtna temperaturen pa ett av termoelementen
efter 15 min och 20 sek. Resultatet tyder pa att brevinkastet ar en svag punkt i dorrbladet.
Termoelement B10 sitter strax ovanfor brevinkastet dar max tillatna temperatur uppnas efter drygt 15
minuter. Efter cirka 16 min och 30 sek brinner testféremal B igenom helt enligt Figur 39.
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Miniugnstest 2024-04-11 — Dorrtyp A kompletterad med 12 mm MDF-skiva

Provresultatet for provforemalet nedan i graf med termoelementen TC1-TC5 samt i bilder nar
integritetsbrott sker for provféremalet. Se Fel! Hittar inte referenskalla.-44.
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Figur 40. Medeltemperatur i ugn i jdmférelse med Figur 41. Temperaturstegring foér miniugnstest utan
brandkurva enilgt 1ISO 834:1977. atgdrder.
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FiQQr 42, Prvforemd/et (rrtyp A med MDF-skiva) efter  Figur 43. Provféremdlet (dérrtyp A med MDF-skiva) efter 29
drygt 26 min av provet ndr de svarta fléckarna uppstod. minuter.

Provforemal Dorrblad A

Tid integritetsbrott 29 min 10 sek

Fallerande kriterie Ihallande laga langre dn 10 sekunder

Termoelement Temperaturen Overskred inte det tillatna pa nagon utav
matpunkterna fram tills att integriteten fallerade.

Observationer

Lagor slar igenom i mitten av provféremalet. Integriteten for provféremalet sker i princip simultant
med bérjan i mitten.

Provforemalet (dorrtyp A) fallerar efter 29 minuter, vilket kan jamféras med miniugnstest pa dorrtyp
B utan komplettering som fallerar efter 35 minuter. Resultatet visar att dorrtyp B har betydligt battre
brandmotstand an dorrtyp A.
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Fullskaletest 2024-05-14 — Dorrtyp A och B kompletterade med brandsvallande
list, ny tatningslist, 12 mm MDF skiva

Medeltemperatur i ugnen i jamforelse med standardbrandkurvan redovisas i Figur 45.
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Figur 45. Medeltemperatur i ugn i jdmférelse med standardbrandkurvan (EN 1363-1).

Provresultatet for féremal A och B redovisas nedan i grafer med termoelementen A1-A5 och B1-B5
samt i bilder fram tills att integritetsbrott sker for provforemal A och B. Se Figur 46-51.



36

) on
" W
3 H’
o - =~ %
. / . //A 7
m / m N/\w%,é/ff/
| £ | AT

0 5 10 15 20 2
time [minutes]

]

time [minutes]

=Bl ====B? ==—=B3 =———=B4 e——=B5 - Average B1-B5

—Al ——A? ——A3 ——A4 ——A5 ——Average AL-AS

Figur 46. Temperaturstegring for provféremal A. Figur 47. Temperaturstegring fére provféremal B.

Figur 48. Provféremadlen efter ca 2,5 min av provet. Figur 49. SticklGga vid tréskeln pG provféremal B efter drygt
16 min av provet. Ldgan under provféremal B ¢ér godkdnd
dad den var kortare dn 10 sek.
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Figur 50. Brinnande bomullstuss efter integritetstest efter
drygt 23 min vid tréskel pG provféremal B. Provféremdl A har
tdckts med en gipsskiva for att kunna fortsdtta provningen
och utvdrderingen av provféremdl B.

Figur 51. Ldgor med Idngre varaktighet dn 10 sek uppstdar
pa provféremdl B efter ca 29 min av provet.

Provforemal

A

Tid integritetsbrott

20 min 19 sek

23 min 20 sek

Fallerande kriterie

Ihdllande laga med varaktighet
langre an 10 sekunder

Bomullstuss antands

Termoelement

Temperaturen  Overskred det
tillatna vardet (180°C
temperaturékning  vid  enskild
matpunkt) vid matpunkt A15 efter
20:20 minuter.

Temperaturen Overskred inte det
tillatna pa nagon utav matpunkterna
under hela provets langd.

Observationer

Forlutsen av integriteten for testféoremal A sker i princip simultant dar stora delar av dérren brinner
igenom samtidigt. Resultatet visar pa att hela dérrbladets brandmotstand fallerar och att inga direkta
enskilda svaga punkter kunde identifieras.

Forlusten av integriteten for testforemal B sker genom att utstickande lagor bryter igenom under
dorren, mellan dorrblad och troskel. Resultatet tyder pa att springan mellan dorrblad och tréskel (som
ej forsetts med brandsvallande list) &r en svag punkt i dorrbladet.
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Oppningscykeltest dérrtyp nr. 1 med 12 mm skiva

Efter 10 000 6ppningscykler med dorrtyp A kompletterad med skiva sa uppstod inga synliga defekter
eller synliga skador, se Figur 52. Tre (3) mm nedhdngning kunde uppmatas efter slitageprovningen. Se
dven bilaga 5 for detaljer kring provningen.

Tabell 1 Resultat, upprepad dppning/stingning enligt SS-EN 1191,
Provobjekt Antal Deformation Observationer efter upprepad
cykler oppning och stingning
Lagenhetsdorr | 10.000 | 3 mm nedhéingning Efter provningen kunde dérren
uppmittes efter fortfarande manévreras inga synliga
slitageprovningen defekter eller skador kunde 1akttas.

Figur 52 Resultat fran mekanisk provning

Kostnader

Enligt uppgift fran fastighetsagarna som skankt dorrar till projektet sa kostar det ca 15 000 SEK att byta
lagenhetsdorr till ny dorr med brandklass, inrdknat material, arbete och stadning.

SARF har utan entreprenérsrabatter képt in material (skruv, svillist, titningslist, MDF-skiva) for ca
1500 SEK per dorr. Eftersom kompletteringar monterats sjalva har ingen kostnad for arbetstid raknats
in.
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Diskussion

| foljande stycke diskuteras de resultat som rapportens provningar gett. Utifran dessa dras sedan ett
antal slutsatser dar forfattarna anser att stod finns, dessa presenteras i nasta kapitel.

Utifran testet med kylspray, varmepistol och IR-kamera anses viarmepistol och IR-kamera vara ett bra
verktyg for kartlaggning av dérrarnas uppbyggnad utan forstérande provning. Kylspray fungerade inte
lika bra som varmepistol, vilket troligtvis berodde pa svarigheter att uppna samma temperaturskillnad
pa dorrens olika sidor. Vid testerna noterades en temperaturstegring uppemot 40-50°C med
varmepistolen (pa den utsatta sidan), medan temperaturen med hjalp av kylspray endast sanktes med
ca 10-15°C.

Det beddoms dock behdvas relativt god kunskap och vana av konstruktionstyper och dérrmodeller fran
samma tidsperiod for att kunna gora nagra tolkningar av den bild IR-kameran genererar. Utéver detta
beddms metoden behova ytterligare undersokning for att fastsla nagon form av standardférfarande
vid testning, sa att samma metodik anvands vid varje enskild testning vilket pa sikt hade mojliggjort en
sammanstallning av IR-bilder och dess bedémda, eller testade, brandmotstand.

Ur fullskaleférsoken framkommer ocksa var dorrarnas svagaste punkter vanligtvis ar, vilket bedéms
vara springan/motet mellan doérrblad och karm samt brevinkast. Bada de brevinkast som testats i
rapporten visade pa att dessa kan vara problematiska ur brandmotstandssynpunkt, brevinkast pa
dorrar fran den har tidsperioden bedéms vara en indikation pa att dérren behover atgarder. Det finns
idag typgodkdnda brevinkast som klarat EI30-klassning tillsammans med en hel doérrutformning
(dorrblad, karm, brevinkast som testas tillsammans), men rapporten visar ocksa att stenullsdrevning i
kombination med en 12mm trdbaserad skiva bakom ger ett betydligt battre brandmotstand for
brevinkastet. Detta visas i att det for dorrtyp B vid forsta fullskaletestet brinner igenom vid
brevinkastet efter 14 minuter och med kompletteringar sker ingen genombrinning av brevinkastet
inom de 29 minuter som testet fortgar.

Inga uppenbara problem kring tittéga noterades i nagot av testen.

Resultaten visar pa att ingen av dorrarna ar i ndrheten av de 30 minuter som anges i de allmanna raden
i dagens byggregler utan kompletteringar. Aven om dorrtyp B i férsta fullskaletestet fallerade efter ca
14 minuter till f6ljd av bomullstussens antandning via brevinkastet, var genombrinningen ett problem
i ovankant efter ca 16 minuter. Det forsta fullskaleforsoket visade ocksa att en relativt omfattande
rokspridning kan forvantas av dorrtyperna utan kompletteringar, vilket skulle kunna vara ett storre
praktiskt problem an deras genombrinningstid. Dock genomfordes inget roktathetsprov (klass Sao0) och
fullskaletestet mater inte rokgenomslag. Det andra fullskaleférsoket visade pa att rokspridning kan
minskas kraftigt med tatnings- och svallist, men att dessa dven bor installeras pa dérrens underkant.
Samma forsok visade ocksa att befintliga dorrar kan atgardas, med relativt enkla metoder, till betydligt
langre genombrinningstider (fran 9 till 20 min for dorrtyp A, 14 till 23 min for doérrtyp B).

Ur 6ppningscykeltestet framkom att en tillaggsskiva inte nodvandigtvis betyder att dérren behéver
utrustas med ett ytterligare gangjarn. | testet anvandes den lattare dorrtypen (dorrtyp A) dar
tillaggsskivan motsvarande ca 40% av totalvikten (dorr + tillaggsskiva) nar testet genomférdes. Efter
testet uppmattes 3 millimeters nedhéngning, vilket inte bedéms paverka dorrens brandskydd mer &n
den nytta skivan medfor. Det ska ocksa podngteras att dessa 3 millimeter i praktiken hade uppstatt
Over en period pa flera ar, och ar inget som uppstar momentant nar skivan fasts.
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Vidare &r det vart att kommentera korrelationen mellan dorrars vikt och brandmotstand. | rapporten
presenteras aven dorrtyp C, som ar en brandtekniskt oklassad dorr i massivt trd med langsgaende
luftspalter. Dorren vager 32kg, alltsa lika mycket som dorrtyp B. En hypotetisk slutsats (som ej testats)
ar att dorrtyp C beddéms ha ett samre brandmotstand till foljd av dess konstruktion dar det i
luftspalterna endast 4r 8mm trafaner som skiljer insidan fran utsidan. Dessa punkter ger skal att anta
att genombrinning hade skett betydligt fortare an for dorrtyp B, som har en mer homogen
konstruktion. Doérrtyp C visar pa att vikt inte nodvandigtvis betyder att brandmotstandet kan
forutsattas vara bra. Detta betyder att det finns ett behov av att undersoka varje enskild dorrtyps
konstruktion, dar férsoken med varmepistol och IR-kamera visar sig vara en tankbar |6sning.

Sammantaget betyder detta att det finns flera aspekter som behodver beaktas vid bedémning av
brandmotstandet av en brandtekniskt oklassad doérr i brandcellsgrans fran 1940-50-talet.
Brandtesterna visar att bada undersokta dorrtyper inte klarar EI30-klassningen (9 respektive 14
minuter) utan kompletteringar. Testerna visar att karm och brevinkast sannolikt ar de svagaste
punkterna i dorrbladet, men dven att konstruktionen i sig kan innebéara korta genombrinningstider.

Testerna visar ocksa att relativt omfattande rokspridning kan ske genom en sadan dorr tidigt i
brandforloppet, trots att doérren i Ovrigt ar relativt opaverkad. Fullskaleforsoken visar ocksa att
dorrarnas genombrinningstid kan forlangas (i aktuella tester en fordubbling av tid till integritetsbrott)
med relativt enkla atgarder (12mm MDF-skiva samt tatnings- och svallist) som dven paverkar dorrarnas
roktathet. Svallist bor dven installeras i underkant av dorren. Dorroppningstestet indikerar att det inte
nodvandigtvis behovs ett ytterligare gangjarn nar dessa kompletteringar genomfors, dven om skivan
motsvarar en relativt stor andel av den kompletterade dorrens totala vikt (ca 40% av totalvikten
testades). En sista aspekt som fors fram ar att kartlaggning av doérrarnas konstruktion och uppbyggnad
eventuellt kan goras med hjalp utav varmepistol och IR-kamera, och dr en mdjlighet som bor
undersokas vidare framover.
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Slutsatser

Utifran det resultat som testerna medfort och de resonemang som fors fram under diskussionskapitlet
dras foljande slutsatser:

e Dorrarnas totala brandmotstand skiljer sig avsevart fran de allmédnna raden i dagens
byggregler.

e Dorrarnas tittdoga utgor inte ndgon anmarkningsvard svag punkt.
e Dorrarnas brevinkast utgor en svag punkt.

e Motet mellan doérrkarm och dérrblad utgér en svaghet vid brand vilket motiverar den
brandsvéllande listen. Av erfarenhet fran brandtesterna sa bor den brandsvallande listen dven
placeras under dérren.

e Brandtesterna visar pa stort rokgenomslag via dérrkarmen vilket bedoms styrka behovet av
att se Over tatningslisterna pa aldre dorrar och byta ut mot nya tatningslister.

e Med tackande skiva pa insidan, stenull i brevinkast, brandsvallande lister och nya tatningslister
sa kan dorrarnas brandmotstand kraftigt forlangas, i vissa fall fordubblas.

e Oppningstestet indikerar att tyngden fran den kompletterande skivan inte nédvindigtvis
behover innebéra att ytterligare gangjarn behovs.

e Varmepistol i kombination med IR-kamera kan vara ett satt att kartlagga dorrars konstruktion
utan att genomfoéra forstorande provning.

Atgirdsforslag — viigar framat

Om éldre oklassade dorrar kan kompletteras upp till ca 20 minuters brandmotstand och byggreglerna
fran 1960-1994 tilltit dérrar med 15 minuters brandmotstand s& gér SARF bedémningen att
kompletteringar enligt rapporten kan betraktas som skaligt brandskydd. Nuvarande byggregler ar
vagledande och stédjande vid LSO-tillsyn, men hansyn ska alltid tas till kostnad-/nytta aspekten.
Dorrar med teak eller andra traprodukter vars tidigare avverkning trangt undan naturlig regnskog kan
dven ur ett klimatperspektiv vara varda att bevara genom komplettering, detta da klimatpaverkan
per ar minskar om dorren aterbrukas.

Den praktiska tillampningen av resultatet far varje enskild tillsynsforrattare, fastighetsdgare och
raddningstjanst besluta sjdlva om. Man far sjalv fundera pa om det ar realistiskt med det
brandscenario och brandeffekt som standardtestningen av dorrar nyttjar, men det &r 4nda de facto
den standard som byggreglerna aterger idag.

Att komplettera oklassade dldre dorrar med brandskyddsfarg eller brandsvallande papper kan
eventuellt vara en vag framat. Da kravs att leverantorerna tar ansvar for egna brandtester som
evidens pa l6sningen samt sdkerstéller kompletteringens troliga hallbarhet 6ver tid. Det bor dven
sakerstallas hur fargtjocklek och andra applikationsaspekter kan kontrolleras i efterhand. En |6sning
for att sdkerstalla tjocklek pa brandskyddsfarg skulle kunna vara att appliceringen sker pa fabrik,
vilket dock kraftigt 6kar kostnaden och féranleder en ny bedémning.
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Metod enligt EN 1634-1:2024 + A1:2018 med brandkurva enligt EN 1363-1:2020

Nyttoanalys av spisvakt och portabelt sprinklersystem vid bostadsbrander. M Runefors. H Frantzich.
Report 3210. Brandteknik LTH. Lund 2017

RA 1972 C 229 och RA 82 2:5
SP Brand 119 med brandkurva enligt SIS 02 48 20:1977 (ISO 834:1975)
SP BRAND 119 Brandprovning av byggnadskonstruktioner i liten skala. Utgava 5, 2012-02-02

SS-EN 1191:2012, Fénster och dorrar - Slitage - Motstand vid upprepad 6ppning och stangning -
Provningsmetod

Berhttps://www.traguiden.se/om-tra/brandsakerhet/trakonstruktioners-
brandmotstand/trakonstruktioners-brandmotstand/berakning-av-avskiljande-formaga-enligt-
eurokod/akning av avskiljande férmaga enligt Eurokod - TrdGuiden (traguiden.se) (hdmtat 2024-10-

01 kl. 12:00)

Bilagor

Bilaga 1 — Brandmotstandsprovning av del av dorrblad, miniugnstest, 2023-12-15.
Bilaga 2 — Brandmotstandsprovning av hela dérrblad - aldre tradorrar, fullskaletest, 2024-02-23.
Bilaga 3 — Brandmotstandsprovning av del av dorrblad med komplettering, miniugnstest, 2024-04-11.

Bilaga 4 — Brandmotstandsprovning av hela doérrblad — &aldre traddrrar med kompletteringar,
fullskaletest, 2024-05-14.

Bilaga 5 — Mekaniskt utmattningsprov av dorr, 2024-05-15
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1 Provningens syfte
Syftet med provningen var att bestimma brandmotstandet for provforemalet beskrivet i kapitel

2 och pa sa sétt fa en indikation pa brandmotstandet hos en fullstor dorr med likadan
konstruktion/uppbyggnad.

2 Provforemal och provuppstallning

2.1 Generell information

Provforemalet bestod av en tillsagad del fran ett dorrblad. Denna del monterades pa RISEs
miniugn.

2.2 Leverans av provforemal

Provforemalet ankom till RISE 16 November 2023.

2.3 Beskrivning av konstruktionen

Provforemalet bestod av en tillsagad del av ett okéant dorrblad, métten pa provbiten var
(bredd x héjd x tjocklek) 650 mm x 550 mm x 40 mm.

2.4 Provuppstillning

Provuppstallningen framgar av ritningar i bilaga 2.

2.5 Montering och placering av provforemal pa ugn

Dorrbladet fastes mot 6ppningen for RISEs miniugn med hjalp av en stalram och tvingar.
Mellan dérrbladet och kanterna pa ugnen lades en remsa stenull for att ticka till eventuella

glipor.

RISE Research Institutes of Sweden AB
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3 Provningsforfarande och resultat

3.1 Generell information
Provningen genomfdrdes 15 december 2023. Provningen varade 36 minuter.
Provningen genomfordes pa RISEs miniugn for brandmotstandsprovning. Ugnens maximala

brandexponerade yta &r (bredd x hojd) 420 x 520 mm och djupet pa ugnen ar 540 mm.
Varmeexponeringen under provningen kom fran en gasoldriven brannare.

3.2 Bevittning

Provningen bevittnades av representanter fran Sédra Alvsborgs Raddningstjanstforbund.

3.3 Brandprovningsférfarande

Brandprovningen innebér principiellt att provféremalet utsatts for en standardiserad
brandexponering pa ena sidan (brandexponerad sida). Méatningar och visuella beddmningar
gors pa motstaende sida (icke brandexponerad sida). Omfattningen pa méatningarna och
bedémningarna beror pa uppdragsgivarens énskade anvandning av resultatet fran provningen.
3.4 Provforhallande

Ugnen styrdes i enlighet med 1SO 834:1977.

3.4.1 Temperaturer

Temperaturen i ugnen uppmattes med ett ugnstermoelement. Termoelementet var placerat i
mitten av ugnen, 100 mm fran den exponerade sidan av provforemalet.

Temperaturen i ugnen i forhallande till standardbrandkurvan framgar av diagram i Bilaga 3.

3.5 Mitningar pa provforemal

Under provningen méttes temperatur pa provféremalet och visuella observationer gjordes
under provet. Detta gjordes for att kunna utreda provforemalets beteende i samband med
brandexponering, i enlighet med uppdragsgivarens 6nskemal.

3.5.1 Temperaturer

Den uppmatta temperaturstegringen pa den icke exponerade sidan av provforemalet mattes
med fem termoelement (TC1-TC5). Termoelementens placering framgar av Bilaga 4.

Medeltemperaturen av alla termoelement (medel av TC1 — TC5) vid provets start var 21,0 °C.

RISE Research Institutes of Sweden AB
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3.6 Observationer

3.6.1 Fotografier fran provningen

Fotografier tagna i samband med provningen visas i Bilaga 4.

3.6.2 Observationer under provningen

Tabell: Observationer

Tid [min:s] Observationer (refererar till icke brandexponerad sida om inget annat
anges)

00:00 Provet startar.

05:00 Svag rokutveckling vid anslutningen mellan dérrblad och ugn i évre hdgre hornet.

05:45 Missfargning pa kanten av dorrbladet vid 6vre hogre hornet.

06:30 Rokutvecklingen vid anslutningen mellan dorrblad och ugn i 6vre hornet okar.

29:45 Missfargning i mitten av nedre halvan, ca 20 mm hég och 200 mm bred flack.

30:45 Svag rokutveckling fran missfargning pa nedre halvan.

32:30 Dorrbladet borjar sakta allt eftersom bli missfargat Gver hela ytan, med start fran
centrum av dorrbladet.

35:00 Rokutveckling fran missfargning i mitten av nedre halvan okar i intensitet.

35:20 Integritetsbrott: Lagor slar igenom dorrbladet vid missfargning i mitten av nedre
halvan. Lagorna antander sedan hela dorrbladet.

36:00 Prov avslutas.

o Integritetstest med bomullstussar genomfordes inte under provningen.
* Integritetstest med tolkar genomfordes inte under provningen.
» Temperaturmdtningar med rérligt termoelement genomfordes inte under provningen.

4 Sammanfattning

Provforemalet, en avsagad del av dorrblad, beskrivet i kapitel 2 har provats enligt den
ackrediterade provningsmetoden:

» SP Brand 119:2012

Avvikelser

Provningen har genomforts med féljande listade avsteg fran provningsmetoden:

e Provningsuppdraget har slutfrts med otillracklig dokumentation pa provforemal.
e Provforemalets ingaende komponeters egenskaper, konstruktion och samansattning
har inte verifierat i enlighet med kraven i provningsmetoden.

Nedan finns en sammanfattning av resultatet som erhdélls under provningen och vésentlig
information om provféremalet.

RISE Research Institutes of Sweden AB
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Datum Beteckning Sida
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4.1 Brandprov
Provningen varade i 36 minuter.
Sammanstéllning av resultat

Tabell: Sammanfattning av integritetsmatningar

Integritet Resultat

* Ihallande laga ldngre én 10 sekunder 36 minuter.

* Tolkar diameter 6 mm och 25 mm Méatningar utférdes ej under
provet.

* Prov med bomullstuss Matningar utférdes ej under
provet.

Tabell: Sammanfattning av temperaturmatningar

Isolering I, Resultat

* Medeltemperaturstegring, 140 °C 33 minuter.

» Maximal temperaturstegring, 180 °C 34 minuter (termoelement TC1)

Pa grund av karaktaren hos provning av brandmotstand och darmed svarigheten att kvantifiera
matosékerheten hos det uppmatta brandmotstandet, ar det inte mojligt att ange nagon niva pa
provningsresultatets noggrannhet.

RISE Research Institutes of Sweden AB
Brand och sékerhet - Brandmotstand

Utfort av Granskat av
Antin Trogen Par Johansson (BRK)
Bilagor
Tabell: Bilagor
Bilaga Beskrivning Sida
1 Ritning pa provforemal 1
2 Provuppstéllning 1
3 Placering av termoelement i ugnen 1
Provforhallande 2
4 Instrumentering av provféremal 1
Temperaturer pa provforemal: Graf 2-3
Fotografier fran provningen 4-5

RISE Research Institutes of Sweden AB

Transaktion 09222115557510851718 Signerat AT, PJ
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Ritningar pa provféremal

Inget ritningsunderlag har ingatt i dokumentationen for provningen.
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Provuppstallning

Isolering
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Placering av termoelement i ugnen
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Bilaga 3

Provférhallande: Medeltemperaturen i ugnen
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TC ugn Brandkurva enligt ISO 834:1977 = === Permitted deviation

Temperaturen i ugnen skiljde sig méarkbart fran brandkurvan vid nagra tillfallen under provets
forsta 10 min. Troligtvis pa grund av att provféremalet borjade brinna vilket resulterade i att
det blev svart att kontrollera temperaturen.
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Instrumentering av provféremal

_Plyfa-skivor for att
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ytan pa provioremalet och 1
mitten av varje kvartsektion av
densamma.

RISE Research Institutes of Sweden AB

Transaktion 09222115557510851718 ‘i\j Signerat AT, PJ



Datum Beteckning Sida
I RAPPORT 2023-02-16  0100404-105300-1 2 (4)

R

Stegringstemperaturer pa provféremal: Graf
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Termoelement TC2 var ur funktion fran 30,3 minuter av provningen.
Termoelement TC4 var ur funktion fran 34,2 minuter av provningen.
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Fotografier fran provningen
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Provforemalet fast pa ugnen.
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105300-1 SARF brandtest av 3ldre tradorrar 2024-02-23

Detta dokument ar en sammanfattning av forutsattningarna och resultatet fran brandprovningen av
dldre tradorrar. Upplagget i dokumentet ar att forst presenteras forutsattningarna for provet
(temperatur i ugnen och hur/var matningar har gjorts pa provféremalen) och detta foljs av resultatet
frdn matningarna.
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Forutsattningar for provet

Provuppstallning

105300-1 SARF
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Temperatur i ugnen under provet, brandkurva enligt EN 1363-1
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Tryck i ugnen under provningen

Enligt standard EN 1634-1 skall trycket vara 0 Pa 500 mm ovanfor golvniva. Féljande graf visar trycket i
ugnen under provningen. De streckade linjerna visar intervallet som trycket skall halla sig inom.
Under provningen brann det igenom pa provféremal A (vid ca 9 min) vilket skapade ett lackage som
gjorde att trycket svajade en aning under provningen.
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Matningar pa provforemalen
Pa denna ritning visas det hur termoelementen placerades pa provforemalen. Texten under bilden forklarar respektive placering sdsom det star i

provningsstandarden EN 1634-1 och numret efter texten (t.ex. 9.1.2.2) &r numret pa det stycke i standarden som tar upp méatpunkten i fraga.

105300-1 SARF

Termoelement

Al-AS
AG-AT
AB-A9
AlD
All-Al2
Al3-Al4
AlS

Provféremal
13 14
[ @ []
.8 g.
15
I
ol 82
w0, 7
E
125 3 5, it
=
g 10
®4—
T=TC 4 arh 5 plareras minst
100 mm fran brevinkast

Pd dorrbladet. Centrum och kvartssektioner, 9.1.2,2

Pi dorrbladet, halva héjden och 100 mm in fridn synlig kant, 9.1.2.3.3 a.

Pi dérrbladet, 100 mm in frén synlig vertikal och horisontell kant, 9.1.2.3.3 c.

P dérrbladet, pa potenticll hotspot, 100 mm frin genomgdende komponent. 9.1.2.3.3,
Pd karmen, halva héjden av de horisontella delarna, 9.1.2.3.2 a,

Pé karmen, 50 mm in frdn den synliga kanten mellan dorrblad och karm. 9.1.2.3.2 ¢c.
Pi dérrbladet, pd potentiell hotspot, 100 mm frin genomgdende komponent. 9.1.2.3.3.

Provforemal

13 14
8 9°

_»1,15 2

o
g 43}
A 7 11

12 g: ® 3 o B
g 10
o o,
Tt =TC 4 och 5 placeras minst 100 mm frin brevinkast

Termoelement

B1-B5
B6-B7
B8-B9
B10
B11-B12
B13-B14
BIs

P4 dérrbladet, Centrum och kvartssektioner, 9.1.2.2,

P4 daérrbladet, halva hojden och 100 mm in frin synlig kant, 9.1.2.3.3 a,

P4 dorrbladet, 100 mm in frin synlig vertikal och horisontell kant, 9.1.2.3.3 c.
P2 dorrbladet, pd potentiell hotspot, 100 mm frin genomgdende komponent. 9.1.2.3 .3,
Pa karmen, halva hijden av de horisontella delama. 9.1.2.3.2 a.

Pd karmen, 50 mm in frdn den synliga kanten mellan dérrblad och karm. 9.1.23.2 ¢
Pé darrbladet, pd potentiell hotspot, 100 mm frin genomgdende komponent. 9.1.2.3.3



Uppmatta springbredder
Springbredder mellan dorrblad och karm skall matas fore prov enligt standard. Storleken pa springbredderna kan ha betydelse for provets utfall, storre

springor kan leda till att Iagor lacker ut genom springorna.

Provforemal A
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F2LL

F3-H-

] ] o

Pl— —LP M- [
. j

Springor: Underkant
P

Springor: Ovankant

Springor: Framkant Springor: Bakkant
P

P p
F1|34 Bl1|77 Ul |40 L1 |24
F2 |33 B2 |50 U239 L2 |33
F3 |38 B3 | 3,6 U3 | 2,7 L3 |49
F4 |56 B4 |27




Provforemal B
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Temperaturmatning pa provféremalen

Placering av respektive matpunkt presenteras tidigare i dokumentet under rubrik “Matningar pa
provforemalen”. Angivna temperaturen ar stegringstemperatur, d.v.s. vid provets start nollstélls alla
maétpunkter och det som presenteras ar hur mycket temperaturen stiger. Dagens krav pa
temperaturstegring ar foljande:

- Max tillaten temperaturstegring av medelvérdet pa dérrbladet dr 140 °C.
- Max tillaten temperaturstegring pa enskild punkt pa doérrblad ar 180 °C.
- Maximal tilldten temperaturstegring pa enskild punkt pa karmen &r 360 °C.
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Provforemal B
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Observationer fran provet

Tid [min:s]

Observationer (refererar till icke brandexponerad sida om inget annat anges)

00:00

Provet startar.

00:45 Provforemal A och B: Rokutveckling vid anslutningen mellan dorrblad och karm runtom
hela dorren.

1:40 Provforemal A: Kraftig rokutveckling vid anslutningen mellan dérrblad och karm i ovankant.

2:30 Provforemal A och B: Rokutveckling vid brevinkast.

2:50 Provforemal A: Rokutvecklingen vid brevinkast 6kar i intensitet.

3:30 Provforemal A och B: Kraftiga puffar av rok i anslutningen mellan dorrblad och karm
runtom hela dorren.

4:00 Provforemal A: Karmen bdrjar missfirgas pa 6vre halvan av den horisontella delen av
karmen pé handtagssidan.

4:30 Provforemal A och B: Kraftig rok fortsitter att vdlla ut i anslutningen mellan dorrblad och
karm runtom hela dorren.

5:00 Provforemal B: Dorrbladet borjar missfargas i framkant ca 500 mm ovan golv.

5:10 Provforemal A: Dérrbladet borjar missfargas vid brevinkast.

6:10 Provforemal A: Dorrbladet borjar missfargas flackvis pa ovre halvan.

9:00 Provforemal A: Dorrbladet har blivit missfargat i princip dver hela ytan.

9:20 Provforemal A: Kraftig rokutveckling i anslutningen mellan dérrblad och karm i ovankant.

9:40 Provforemal A: Integritetsbrott: En laga har varit kontinuerlig i mer &n 10 sekunder 6ver i
princip hela dorrbladet.

9:50 Provforemal A ticks med en gipsskiva for att kunna fortsétta utviarderingen av provféremal
B.

11:20 Provforemal B: Stickldgor med varaktighet kortare dn 10 sekunder uppstar vid brevinkastet.

12:30 Provforemal B: Stickldgor med varaktighet kortare dn 10 sekunder fortsétter komma ut vid
brevinkastet och dkar i antal och intensitet.

14:20 Provforemal B: Integritetsbrott: Integritetstest med bomullstuss utférs vid brevinkastet.
Bomullstussen antdnds vid provet.

15:45 Provet avslutas eftersom bada provforemalens integritet fallerat.

14




Sammanfattning

Provforemal A

- Dorrens integritet fallerade efter 9:20 min p.g.a. en ihdllande ldga med varaktighet langre &n
10 sekunder.

- Temperaturen 6verskred inte det tilldtna pa nagon utav matpunkterna fram tills att
integriteten fallerade.

Provforemal B

- Dorrens integritet fallerade efter 14:20 da bomullstussen som anvands for att testa
integriteten antandes.

- Temperaturen 6verskred inte det tilldtna pa ndgon utav matpunkterna fram ftills att
integriteten fallerade. Dock 6verskreds den tillatna temperaturen vid matpunkt B10 efter
15:20 min.
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Foton fran provning
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Figure 1. Provféremdlen fére provets start.
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Figure 2. Provféremdlen efter ca 3 min av provet.
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Figure 3. Provféremdl A tar eld efter drygt 9 min av provet.

Figure 4. Vy inifrdn ugnen (baksidan av provféremdl) i 6gonblicket dd integriteten fallerar for provféremdl A.
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Figure 5. SticklGgor kommer ut vid brevinkastet pa provféremal B efter drygt 11 min.
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Figure 6. Integriteten f6r provféremdl B fallerar dé bomullstussen anténds efter 14:20 min.
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Bilaga 3
105300-2 SARF brandtest av 3ldre tradérrar 2024-04-11

Detta dokument ar en sammanfattning av forutsattningarna och resultatet fran brandprovningen av
del av aldre tradorr. Upplagget i dokumentet ar att forst presenteras forutsattningarna for provet
(temperatur i ugnen och hur/var matningar har gjorts pa provféremalen) och detta foljs av resultatet
frdn matningarna.
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Forutsattningar for provet

Provuppstallning

Provforemal
Isolering

Stalram




Temperatur i ugnen under provet, brandkurva enligt ISO 834:1977
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Placering av temperaturmatning pa provforemalet
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Resultat

Temperaturmatning pa provforemalet

Placering av respektive matpunkt presenteras ovan under rubrik ”Placering av temperaturmatning pa
provforemalet”. Angivna temperaturen ar stegringstemperatur, d.v.s. vid provets start nollstills alla
métpunkter och det som presenteras ar hur mycket temperaturen stiger. Dagens krav pa
temperaturstegring i provningar av doérrar ar féljande:

- Max tillaten temperaturstegring av medelvardet pa dérrblad &r 140 °C.
- Max tillaten temperaturstegring pa enskild punkt pa dorrblad ar 180 °C.



Temperaturstegring pa provféremal- medelvarde
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Temperaturstegring pa provféremal — enskilda termoelement
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Observationer fran provet

Tid [min:s]

Observationer (refererar till icke brandexponerad sida om inget annat anges)

00:00

Provet startar.

5:00 Ingen péaverkan pa provféremalet kan noteras.

20:00 Fortfarande kan ingen synlig paverkan pé provforemalet.

22:15 Rokutveckling fran ovansidan av provforemalet.

26:40 Rokutvecklingen Okar i intensitet och provforemalet borjar fa svarta flackar.

27:30 Lacken pé ytan pa provforemalet borjar bubbla sig.

29:00 Integritetsbrott: Lagor slar igenom i mitten av provforemalet och sitter eld pa
provforemaélet.

30:00 Prov avslutas.




Sammanfattning

Dorrbladets integritet fallerade efter 29:10 min p.g.a. en ihallande laga med varaktighet langre &n 10
sekunder.

Temperaturen 6verskred inte det tilldtna pa ndgon utav matpunkterna fram tills att integriteten

fallerade.



Foton fran provning

Figure 2. Provféremdlet efter drygt 26 min av provet ndr de svarta flickarna uppstod.
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Figure 3. Provféremdlet tar eld efter 29 min av provet och integriteten dr sdledes fallerad.

Figure 4. Provféremdlets baksida efter avslutad provning.
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105300-3 SARF brandtest av 3ldre tradérrar 2024-05-14

Detta dokument ar en sammanfattning av forutsattningarna och resultatet fran brandprovningen av
dldre tradorrar med atgardsforslag. Upplagget i dokumentet ar att forst presenteras forutsattningarna
for provet (temperatur i ugnen och hur/var matningar har gjorts pa provféremalen) och detta foljs av
resultatet fran matningarna.
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Forutsattningar for provet

Provuppstallning

105300-3 SARF
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Temperatur i ugnen under provet, brandkurva enligt EN 1363-1
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Tryck i ugnen under provningen

Enligt standard EN 1634-1 skall trycket vara 0 Pa 500 mm ovanfor golvniva. Féljande graf visar trycket i
ugnen under provningen. De streckade linjerna visar intervallet som trycket skall halla sig inom.
Under provningen brann det igenom pa provféremal A (efter drygt 20 min) vilket skapade ett lackage
som gjorde att trycket svajade en aning under resterande av provningen.
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Matningar pa provforemalen
Pa denna ritning visas det hur termoelementen placerades pa provforemalen. Texten under bilden forklarar respektive placering sdsom det star i
provningsstandarden EN 1634-1 och numret efter texten (t.ex. 9.1.2.2) &r numret pa det stycke i standarden som tar upp méatpunkten i fraga.

Termoelemnent

AT-AS
AB-AT
AB-A9
Al0
All-Al12
Al3-Al4
AlS

105300-3 SARF

Provféremal
13 14
[]
.8 g.
o
ol o2
oo, 7
12,2 11
o[ © o3 6e |®
&=
g710
°, o,
T EIC b aen s placeras minst
100 mm fran brevinkast

Pa dorrbladet. Centrum och kvartssektioner, 9.1.2.2.

Pa dorrbladet, halva héjden och 100 mm in frin synlig kant, 9.1.2.3.3 a.

Pa domrbladet, 100 mm in fran synlig vertikal och horisontell kant, 9.1.2.3.3 ¢.

Pa dorrbladet, pa potentiell hotspot, 100 mm frin genomgiende komponent. 9.1.2.3.3,
P& karmen, halva hdjden av de horisontella delarna. 9.1.2.3.2 a.

Pé karmen, 50 mm in frin den synliga kanten mellan dorrblad och karm. 9.1.2.3.2 ¢.
Pé dorrbladet, pa potentiell hotspot, 100 mm frin genomgiende komponent. 9.1.2.3.3.
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Provféremal

13 14
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81,15 02
100 6
I ?
© o3 7

F=TC & och § placeras minst 100 mm fran brevinkast

Termoelement

BI-B5
B6-B7
B3-BY
BI10
BI1-BI12
Bl13-Bl4
BI1S

Pé dorrbladet. Centrum och kvartssektioner, 9.1.2.2,

Pi dorrbladet, halva hojden och 100 mm in frin synlig kant, 9.1.2.3.3 a.

Pa dirrbladet, 100 mm in frin synlig vertikal och horisontell kant, 9.1.2.3.3 ¢

Pd dirrbladet, pd potentiell hotspot, 100 mm frén genomgaende komponent. 9,1.2.3.3,
Pé karmen, halva hjden av de horisontella delarna, 9.1.2,3.2 a.

Pé karmen, 50 mm in frin den synliga kanten mellan dorrblad och karm. 9.1.2.3.2 ¢,
P dorrbladet, pd potentiell hotspot, 100 mm frin genomgiende komponent. 9.1.2.3.3.



Uppmatta springbredder
Springbredder mellan dorrblad och karm skall matas fore prov enligt standard. Storleken pa springbredderna kan ha betydelse for provets utfall, storre

springor kan leda till att Iagor lacker ut genom springorna.

Provforemal A

F1-H-

F2-H-

F3LL

Fa-l-

P 1LP ‘T

Springor: Framkant Springor: Bakkant Springor: Ovankant Springor: Underkant
P P

P P
F1|50 Bl|68 Ul|39 L1]|40
F2 |71 B2 |42 U2 |31 L2 |25
F3 |81 B3 |30 U3 |33 L3 ]38
F4 |98 B4|18




Provforemal B

Ul U2 U3

F1- —++B1 T T T
F2-1- 182
F3777@: B3 B :
F4—4+ —++B4 |
(1 2 (3
Pl —— — P o
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Springor: Framkant Springor: Bakkant Springor: Ovankant Springor: Underkant
P P P P
F1 |31 Bl |37 Ul |55 L1 |27
F2 |34 B2 |42 U2 |53 L2 |31
F3 |69 B3 |39 U3 | 19 L3 |32
F4 | 47 B4 |25




Temperaturmatning pa provféremalen

Placering av respektive matpunkt presenteras tidigare i dokumentet under rubrik “Matningar pa
provforemalen”. Angivna temperaturen ar stegringstemperatur, d.v.s. vid provets start nollstélls alla
maétpunkter och det som presenteras ar hur mycket temperaturen stiger. Dagens krav pa
temperaturstegring ar foljande:

- Max tillaten temperaturstegring av medelvérdet pa dérrbladet dr 140 °C.
- Max tillaten temperaturstegring pa enskild punkt pa doérrblad ar 180 °C.
- Maximal tilldten temperaturstegring pa enskild punkt pa karmen &r 360 °C.
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Provforemal B
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Observationer fran provet

Tid [min:s]

Observationer (refererar till icke brandexponerad sida om inget annat anges)

00:00

Provet startar.

1:30 Provforemal A och B: Rokutveckling vid anslutningen mellan dorrblad och karm pé 6vre
delen av dorrarna.

1:50 Provforemal A: Rokpuffar vid troskel.

2:40 Provforemal A: Gulfargad rok sipprar ut ur anslutningen mellan dorrblad och karm i mitten
av ovankant doérrblad.

4:00 Provforemal A: Karmen borjar missfargas i framkant ungefar 200 mm frén ovankant.

5:00 Provforemal B: Dorrbladet borjar missfargas ovanfor brevinkast.

6:00 Provforemal A: Dorrbladet borjar missfargas ovanfor brevinkast.

10:30 Provforemal B: Dorrbladet borjar missfargas vid handtag.

11:00 Eldsida - Provforemél A och B: MDF skivan pa dorrbladet borjar krackelera/gé sonder.

13:00 Provforemal A och B: Kraftig rokutveckling frén hela provféremalet.

14:00 Provforemal A: Kraftig rokutveckling ur brevinkast.

15:00 Provforemal A: Stickldga (kortare dn 10 sekunder) vid troskel vid bakkanten av dorrbladet.

15:30 Provforemal B: Sticklaga (kortare dn 10 sekunder) i mitten av troskeln.

16:30 Provforemal B: Stickldgor vid troskeln kommer och gar dock fortfarande ej langre dn
10 sekunder.

18:00 — 18:25 Integritetstest med bomullstuss vid troskel: Bomullstussen ej paverkad.

19:00 Provforemal A: Sticklégor (kortare &n 10 sekunder) fran i princip alla glipor mellan
dorrblad och karm.

20:10 Provforemal A: Integritetsbrott: Hela dorrbladet tar eld.

22:10 Provforemal B: Sticklagor vid troskel.

23:20 Provforemal B: Integritetsbrott: Integritetstest med bomullstuss vid troskel:
Bomullstussen tar eld.

26:00 Provforemal B: Sticklagor vid troskel fortsitter.

28:30 Provforemal B: Integritetsbrott: En l4ga langre 4n 10 sekunder uppstar i anslutningen
mellan dorrblad och karm i framkant/ovankant av dorrblad.

29:45 Prov avslutas.

14




Sammanfattning

Provforemal A

- Dorrens integritet fallerade efter 20:10 minuter p.g.a. en ihdllande laga med varaktighet

langre an 10 sekunder.
- Temperaturen 6verskred det tillatna vardet (180°C temperaturdkning vid enskild matpunkt)

vid matpunkt A15 efter 20:20 minuter.

Provforemal B

- Dorrens integritet fallerade efter 23:20 minuter da bomullstussen som anvands for att testa

integriteten antandes.
- Temperaturen 6verskred inte det tilldtna pa ndgon utav matpunkterna under hela provets

langd.

15



Foton fran provning

Fire
Research

B :Qg P

a0

Figure 1. Provféremdlen fére provets start.

Figure 2. Provféremdlen efter 2:26 min av provet.
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| OE |Research

I6:17

Figure 3. Stickldga vid tréskel pd provféremdl B efter 16:17 min av provet.

Figure 4. Brinnande bomullstuss efter integritetstest vid tréskel pd provféremdl B. Provféremal A har tdckts med en gipsskiva
for att kunna fortsdtta provningen och utvdrderingen av provféremdl B.

17



Fire
Research

29:00 _

osus

Figure 5. Ladgor med ldngre varaktighet dn 10 sek uppstar pa provféremdl B efter ca 29 min av provet.

Figure 6. Den brandexponerade sidan av provféremdlen efter avslutat provning. Provféremdl A till héger i bild och
provféremdl B till véinster i bild.
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Kontaktperson Datum Beteckning Sida

Jonatan Backlund 2024-05-15  P113916.AP13.DP02.A01 1(2)
Material och produktion
+46 10 516 51 25

jonatan.backlund@ri. “ L
Jonatan backlund@ri.se Sddra Alvsborgs Raddningstjanstférbund

506 34 BORAS

Utmattningsprov av dorr
(1 bilaga)
Sammanfattning

Mekanisk provning och klassning av en aldre sidohangd lagenhetsdorr, med storlek 920 x
2100 har gett resultatet enligt tabell 1 nedan.

Tabell 1 Klassificering

Produkt Slitage
SS-EN
12400:2002

Lagenhetsdorr Klass 2

1 Inledning

Syfte: Att genom provning undersoka dorrens forslitning vid upprepad

Oppning/stangning.

Provplats: RISE:s laboratorium for Tillampad mekanik.

2 Provobjekt

Beteckning: Lagenhetsdorr.

Typ: Dorr av tré. Storlek 920 x 2100 mm.

Provuttag: Provféremalet levererades av Sodra Alvsborgs Raddningstjanstférbund.

Ankomstdag: Ddorren ankom till RISE Tillampad Mekanik 2024-05-03.

3 Provningsmetod

Provningsmetod: SS-EN 1191:2012, Fonster och dorrar — Slitage — Motstand vid upprepad
Oppning och stdngning — Provningsmetod

Antal prov: En dorr provades.

Provningsdatum: 2024-05-03 - 07.

Konfidentialitetsniva

RISE Research Institutes of Sweden AB K2 - Intern

Postadress Besoksadress Tfn/Fax/E-post Detta dokument far endast aterges i sin

Box 857 Brinellgatan 4 010-516 5000 helhet, om inte RISE Research Institutes of

50115 BORAS 504 62 Boras 033-135502 Sweden AB i forvag skriftligen godkant
info@ri.se annat.

Transaktion 09222115557518115815

Signerat PT, JB
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Datum Beteckning Sida
RAPPORT 2024-05-15 P113916.AP13.DP02.A01 2(2)

4 Genomforande

Dorren monterades med skruv pa dorrkarmens bagge sidor i en testrigg av bestaende av en
aluminiumkonstruktion som hade trabekladnad pa sidorna. En pneumatisk kolv monterades i
riggen och kolvens anda fastes till dorrbladet. Kolven tryckte pa dorrens insida tills ppningen
nar 90° och darefter drogs dorren tillbaks till stangt lage. Denna cykel aterupprepades 10 000
ganger.

5 Resultat
Tabell 1 Resultat, upprepad 6ppning/stdngning enligt SS-EN 1191.
Provobjekt Antal Deformation Observationer efter upprepad
cykler Oppning och stéangning
Lagenhetsdorr [ 10.000 | 3 mm nedhéngning Efter provningen kunde dorren
uppmattes efter fortfarande mandvreras inga synliga
slitageprovningen defekter eller skador kunde iakttas.

Den provade dorren uppfyllde kraven for klass 2 enligt SS-EN 12400.

Resultaten avser enbart det provade foremalet.

RISE Research Institutes of Sweden AB
Kemi och tillampad mekanik - Bygg och infrastruktur

utfort av Granskat av
Jonatan Backlund Per-Arne Thuresson
Bilaga

1. Bilder pa provobjektet (1 sida).

RISE Research Institutes of Sweden AB

Transaktion 09222115557518115815

Signerat PT, JB



Datum
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RISE Research Institutes of Sweden AB

Transaktion 09222115557518115815

Beteckning

P113916.AP13.DP02.A01

Bilaga 1

Sida

1(1)

Signerat PT, JB
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Stodorganisationer

under 2023 déa detta projekt beviljades

Akademiska hus « Bengt Dahlgren Brand & Risk « Brand och Bygg Sverige AB

Brandkdren Attunda « Brandskyddsféreningen « Brandskyddsféreningen Gavleborg
Brandskyddsféreningen Skaraborg - Brandskyddsféreningen Sédermanland
Brandskyddsféreningen Vérmiland « Brandskyddsféreningen Vést
Brandskyddsféreningen Vésternorrland « Brandskyddslaget « Brandutredarna

Dina Gruppen ¢ Eld & Vatten - Folksam « Férséikrings AB Goéta Lejon « GellCon

Hoglandets réiddningstjéinstférbund « If Forséikring « Kristianstads Réddningstjénst
Kommunassurans Syd Férsakrings AB « Kyrkans Férsdkring « Lantmdénnen « MSB, myndig-
heten fér samhadillsskydd och beredskap « NBSG, Nationella Brandséikerhetsgruppen Ne-
rikes Brandkdr « Q-Fog i Nora AB « Region Stockholm, Trafikférvalningen « RISE, Research
Instiutes of Sweden Riksantikvariedmbetet « Réiddningstjéinsten Boden « Raddningstjéins-
ten Karlstadsregionen Réddningstjdnsten Kalix « Raddningstjénsten Luled Raddnings-
tjéinsten Storgéteborg « Raddningstjéinsten Syd « Réddningstjansten Ostra Gétaland
Ré&ddningstjéinsten Mitt Bohusldn « Skinnskattebergs Réddningstjénst Statens fastighets-
verk « Stockholms Stads Brandférsakringskontor « Storstockholms Brandférsvar

Sodertérns brandférsvarsforbund « Sédra Alvsborgs Raddningstjéinstforbund

Insamlingsstiftelsen Brandforsk verkar fér ett brandsdkert samhdalle
byggt pd kunskap. Det gor vi genom att initiera och finansiera
kunskapsutveckling inom omrédet brandsdkerhet, och vi arbetar for
att sprida den kunskapen sé att den ska gora nytta.

Vi finansierar detta med insamlade medel fréin vara stédorganisationer
som pa& sé satt bidrar till var vision om
“Ett brandsdkert och hdllbart samhélle byggt pé kunskap”

Brandforsk
info@brandforsk.se, www.brandforsk.se
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Finansierad av
Brandforsks verksamhet maojliggérs av stod fréin olika organisationer
i samhdillet. L&is mer om véra stodorganisationer pd www.brandforsk.se




	Brandforsk-Oklassade-dörrar-Rapport
	brandforsk-Oklassade dörrar

	Brandforsk rapport dörrtester
	Förord
	Sammanfattning
	Summary
	Innehållsförteckning
	Bakgrund
	Syfte
	Avgränsningar
	Bakomliggande juridik
	Beskrivning av dörrar
	Dörrtyp A – Provföremål A
	Dörrtyp B – Provföremål B
	Dörrtyp C

	Metod
	Fullskaletest
	Mekaniskt öppningstest
	Kartläggning med hjälp av kylspray/värmepistol och IR-kamera

	Försöksuppställningar inför brandtester
	Försöksuppställning miniugnstest 2023-12-15 – Dörrtyp B utan kompletteringar
	Försöksuppställning fullskaletest 2024-02-23 – Dörrtyp A och B utan kompletteringar
	Försöksuppställning Miniugnstest 2024-04-11 – Dörrtyp A kompletterad med 12 mm MDF-skiva
	Försöksuppställning fullskaletest 2024-05-14 – Dörrtyp A och B kompletterade med brandsvällande list, ny tätningslist, 12 mm MDF skiva
	Försöksuppställning öppningstest

	Analys av möjliga kompletteringsåtgärder
	Brandskyddsfärg
	Brandskyddspapper med svällande funktion
	Skivmaterial

	Resultat
	Analys med värmepistol och värmekamera
	Miniugnstest 2023-12-15 – Dörrtyp B utan kompletteringar
	Fullskaletest 2024-02-23 – Dörrtyp A och B utan kompletteringar
	Miniugnstest 2024-04-11 – Dörrtyp A kompletterad med 12 mm MDF-skiva
	Fullskaletest 2024-05-14 – Dörrtyp A och B kompletterade med brandsvällande list, ny tätningslist, 12 mm MDF skiva
	Öppningscykeltest dörrtyp nr. 1 med 12 mm skiva

	Kostnader
	Diskussion
	Slutsatser
	Åtgärdsförslag – vägar framåt
	Referenser
	Bilagor

	Brandforsk-Oklassade-dörrar-Rapport
	Oklassade dörrar-Rapport
	Bilaga 1
	Bilaga 2
	Bilaga 3
	Bilaga 4
	Bilaga 5

	brandforsk-Oklassade dörrar
	brandforsk-Oklassade dörrar



Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-16 10:20:38.394073 UTC ±62 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Antin Trogen (AT) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-16 10:20:38.394073 UTC ±62 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (par.johansson@ri.se) to Pär Johansson (PJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-16 10:20:51.516916 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Antin Trogen (AT) was delivered.

      


    

  



  

  

    		2024-02-16 10:20:51.535957 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pär Johansson (PJ) was delivered.

      


    

  



  

  

    		2024-02-16 10:21:17.413981 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The party Antin Trogen (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 10:21:54.497939 UTC ±64 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Antin Trogen (AT) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		5		0.122		0.560



 

      


    

  



  

  

    		2024-02-16 10:21:54.497939 UTC ±64 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Antin Trogen (AT) signed the document.

      


    

  



  

  

    		2024-02-16 10:53:51.495974 UTC ±26 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Pär Johansson (PJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 11:19:26.689113 UTC ±91 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Pär Johansson (PJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Pär Johansson (PJ) signed in the signature box “signature 1”.
[image: signature]7 ol







The box’s placement in the Main Document:		Page		X		Y

		5		0.461		0.557



 

      


    

  



  

  

    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Pär Johansson (PJ) signed the document.

      


    

  



  

  

    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-05-22 14:11:14.052356 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC

    		

      54.72.249.47

      

        axios/1.6.8

      

    

    		

      

        The initiator Per-Arne Thuresson (PT) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-08-20 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-05-22 14:11:14.052356 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonatan.backlund@ri.se) to Jonatan Backlund (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-22 14:11:20.612144 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per-Arne Thuresson (PT) was delivered.

      


    

  



  

  

    		2024-05-22 14:11:20.656572 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonatan Backlund (JB) was delivered.

      


    

  



  

  

    		2024-05-22 14:13:03.757639 UTC ±3 ms

    		2024-05-22 14:11:26.419223 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to perarne.thuresson@ri.se was opened.

      


    

  



  

  

    		2024-05-22 14:13:05.488283 UTC ±3 ms

    		2024-05-22 14:11:26.419223 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The party Per-Arne Thuresson (PT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-22 14:13:17.729613 UTC ±4 ms

    		2024-05-22 14:11:26.419223 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The signatory Per-Arne Thuresson (PT) signed the document.

      


    

  



  

  

    		2024-05-23 05:46:55.354714 UTC ±105 ms

    		2024-05-23 05:12:02.14552 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Jonatan Backlund (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 05:47:29.655874 UTC ±107 ms

    		2024-05-23 05:12:02.14552 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The signatory Jonatan Backlund (JB) signed the document.

      


    

  



  

  

    		2024-05-23 05:47:29.655874 UTC ±107 ms

    		2024-05-23 05:12:02.14552 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.
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    		2024-05-22 14:11:14.052356 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC
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    		2024-05-22 14:11:14.052356 UTC ±6 ms

    		2024-05-22 13:11:24.764367 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonatan.backlund@ri.se) to Jonatan Backlund (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
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        Scrive eSign’s external email delivery system reported that the invitation sent to perarne.thuresson@ri.se was opened.

      


    

  



  

  

    		2024-05-22 14:13:05.488283 UTC ±3 ms

    		2024-05-22 14:11:26.419223 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The party Per-Arne Thuresson (PT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-22 14:13:17.729613 UTC ±4 ms

    		2024-05-22 14:11:26.419223 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The signatory Per-Arne Thuresson (PT) signed the document.

      


    

  



  

  

    		2024-05-23 05:46:55.354714 UTC ±105 ms

    		2024-05-23 05:12:02.14552 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Jonatan Backlund (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 05:47:29.655874 UTC ±107 ms

    		2024-05-23 05:12:02.14552 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 
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    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-16 10:20:38.394073 UTC ±62 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Antin Trogen (AT) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-05-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-16 10:20:38.394073 UTC ±62 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (par.johansson@ri.se) to Pär Johansson (PJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-16 10:20:51.516916 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Antin Trogen (AT) was delivered.

      


    

  



  

  

    		2024-02-16 10:20:51.535957 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pär Johansson (PJ) was delivered.

      


    

  



  

  

    		2024-02-16 10:21:17.413981 UTC ±63 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The party Antin Trogen (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 10:21:54.497939 UTC ±64 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Antin Trogen (AT) signed in the signature box “signature 1”.
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		5		0.122		0.560



 

      


    

  



  

  

    		2024-02-16 10:21:54.497939 UTC ±64 ms

    		2024-02-16 09:44:00.668271 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Antin Trogen (AT) signed the document.

      


    

  



  

  

    		2024-02-16 10:53:51.495974 UTC ±26 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Pär Johansson (PJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 11:19:26.689113 UTC ±91 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Pär Johansson (PJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Pär Johansson (PJ) signed in the signature box “signature 1”.
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    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The signatory Pär Johansson (PJ) signed the document.

      


    

  



  

  

    		2024-02-16 11:20:59.833353 UTC ±95 ms

    		2024-02-16 10:44:02.8603 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.58 ms

		standard deviation: 1.58 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.189%

		|e| < 5 ms: ≈99.720%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-05 19:05:07.26384 UTC and 2024-02-16 10:44:02.8603 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  





  

    		2024-02-14 16:42:22.920093

    		1.7 ms

  





  

    		2024-02-14 17:42:25.842837

    		3.2 ms

  





  

    		2024-02-14 18:42:27.76081

    		-1.7 ms

  





  

    		2024-02-14 19:42:30.671734

    		1.1 ms

  





  

    		2024-02-14 20:42:32.522394

    		-2.3 ms

  





  

    		2024-02-14 21:42:35.687393

    		-1.9 ms

  





  

    		2024-02-14 22:42:38.239761

    		-0.5 ms

  





  

    		2024-02-14 23:42:40.186253

    		-0.6 ms

  





  

    		2024-02-15 00:42:41.810624

    		0.2 ms

  





  

    		2024-02-15 01:42:43.456825

    		-0.8 ms

  





  

    		2024-02-15 02:42:46.336648

    		1.1 ms

  





  

    		2024-02-15 03:42:49.042853

    		-1.3 ms

  





  

    		2024-02-15 04:42:52.059296

    		-0.1 ms

  





  

    		2024-02-15 05:42:54.237555

    		-0.7 ms

  





  

    		2024-02-15 06:42:56.593869

    		1.4 ms

  





  

    		2024-02-15 07:42:59.662576

    		0.2 ms

  





  

    		2024-02-15 08:43:01.312715

    		1.0 ms

  





  

    		2024-02-15 09:43:03.959031

    		2.5 ms

  





  

    		2024-02-15 10:43:07.337675

    		4.3 ms

  





  

    		2024-02-15 11:43:08.985367

    		-0.5 ms

  





  

    		2024-02-15 12:43:11.156839

    		3.2 ms

  





  

    		2024-02-15 13:43:12.810035

    		0.4 ms

  





  

    		2024-02-15 14:43:14.409592

    		1.7 ms

  





  

    		2024-02-15 15:43:16.691408

    		-0.3 ms

  





  

    		2024-02-15 16:43:19.52791

    		0.2 ms

  





  

    		2024-02-15 17:43:21.908791

    		1.0 ms

  





  

    		2024-02-15 18:43:24.636485

    		-2.9 ms

  





  

    		2024-02-15 19:43:27.249317

    		1.7 ms

  





  

    		2024-02-15 20:43:29.731557

    		-1.1 ms

  





  

    		2024-02-15 21:43:33.810297

    		2.1 ms

  





  

    		2024-02-15 22:43:35.755283

    		-0.9 ms

  





  

    		2024-02-15 23:43:37.616406

    		-2.7 ms

  





  

    		2024-02-16 00:43:40.126285

    		-0.3 ms

  





  

    		2024-02-16 01:43:41.665795

    		1.5 ms

  





  

    		2024-02-16 02:43:44.691775

    		-1.4 ms

  





  

    		2024-02-16 03:43:47.10552

    		0.3 ms

  





  

    		2024-02-16 04:43:49.847441

    		0.2 ms

  





  

    		2024-02-16 05:43:51.44311

    		1.5 ms

  





  

    		2024-02-16 06:43:53.696417

    		-1.6 ms

  





  

    		2024-02-16 07:43:56.389996

    		-1.5 ms

  





  

    		2024-02-16 08:43:58.959191

    		-1.4 ms

  





  

    		2024-02-16 09:44:00.668271

    		2.4 ms

  





  

    		2024-02-16 10:44:02.8603

    		1.4 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.17 ms

		standard deviation: 1.54 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.340%

		|e| < 5 ms: ≈99.875%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-11 13:34:39.696917 UTC and 2024-05-23 05:12:02.14552 UTC:







  		Time collected

  		Clock offset







  

    		2024-04-11 13:34:39.696917

    		-1.2 ms

  





  

    		2024-04-11 14:34:42.933933

    		-0.7 ms

  





  

    		2024-04-11 15:34:45.483562

    		2.7 ms

  





  

    		2024-04-11 16:34:48.444364

    		-2.4 ms

  





  

    		2024-04-11 17:34:51.309198

    		-1.0 ms

  





  

    		2024-04-11 18:34:53.350164

    		0.0 ms

  





  

    		2024-04-11 19:34:57.183381

    		-1.6 ms

  





  

    		2024-04-11 20:35:00.265096

    		-0.1 ms

  





  

    		2024-04-11 21:35:01.829664

    		0.8 ms

  





  

    		2024-04-11 22:35:04.487281

    		-2.6 ms

  





  

    		2024-04-11 23:35:06.113497

    		-1.5 ms

  





  

    		2024-04-12 00:35:07.743469

    		-2.3 ms

  





  

    		2024-04-12 01:35:09.453325

    		-1.0 ms

  





  

    		2024-04-12 02:35:11.662919

    		-1.5 ms

  





  

    		2024-04-12 03:35:13.649446

    		-0.4 ms

  





  

    		2024-04-12 04:35:15.462941

    		-0.7 ms

  





  

    		2024-04-12 05:35:17.64268

    		0.1 ms

  





  

    		2024-04-12 06:35:20.070998

    		0.6 ms

  





  

    		2024-04-12 07:35:22.357665

    		1.6 ms

  





  

    		2024-04-12 08:35:23.850097

    		1.1 ms

  





  

    		2024-04-12 09:35:25.529331

    		0.7 ms

  





  

    		2024-04-12 10:35:27.709246

    		0.0 ms

  





  

    		2024-04-12 11:35:30.057817

    		0.0 ms

  





  

    		2024-04-12 12:35:31.7715

    		-0.9 ms

  





  

    		2024-04-12 13:35:33.30148

    		1.1 ms

  





  

    		2024-04-12 14:35:35.950484

    		1.5 ms

  





  

    		2024-04-12 15:35:37.873917

    		-1.5 ms

  





  

    		2024-04-12 16:35:39.506351

    		-0.4 ms

  





  

    		2024-04-12 17:35:41.840512

    		0.5 ms

  





  

    		2024-04-12 18:35:43.503034

    		0.2 ms

  





  

    		2024-04-12 19:35:47.27239

    		0.2 ms

  





  

    		2024-04-12 20:35:49.223502

    		-1.6 ms

  





  

    		2024-04-12 21:35:51.815158

    		-1.4 ms

  





  

    		2024-04-12 22:35:53.666184

    		0.1 ms

  





  

    		2024-04-12 23:35:55.470787

    		0.1 ms

  





  

    		2024-04-13 00:35:58.533532

    		-1.7 ms

  





  

    		2024-04-13 01:36:01.83047

    		1.4 ms

  





  

    		2024-04-13 02:36:04.74508

    		-1.2 ms

  





  

    		2024-04-13 03:36:08.320409

    		-0.1 ms

  





  

    		2024-04-13 04:36:10.998426

    		-1.1 ms

  





  

    		2024-04-13 05:36:14.906537

    		-0.1 ms

  





  

    		2024-04-13 06:36:16.66711

    		1.8 ms

  





  

    		2024-04-13 07:36:19.281374

    		1.9 ms

  





  

    		2024-04-13 08:36:22.592304

    		-0.1 ms

  





  

    		2024-04-13 09:36:24.375654

    		0.2 ms

  





  

    		2024-04-13 10:36:25.986999

    		-0.2 ms

  





  

    		2024-04-13 11:36:28.134845

    		1.9 ms

  





  

    		2024-04-13 12:36:29.998777

    		0.3 ms

  





  

    		2024-04-13 13:36:31.579198

    		0.8 ms

  





  

    		2024-04-13 14:36:33.829613

    		-1.6 ms

  





  

    		2024-04-13 15:36:35.4407

    		1.5 ms

  





  

    		2024-04-13 16:36:36.948792

    		-1.1 ms

  





  

    		2024-04-13 17:36:39.379365

    		0.3 ms

  





  

    		2024-04-13 18:36:42.655378

    		-1.1 ms

  





  

    		2024-04-13 19:36:44.188259

    		0.8 ms

  





  

    		2024-04-13 20:36:46.304811

    		-1.4 ms

  





  

    		2024-04-13 21:36:48.54253

    		1.0 ms

  





  

    		2024-04-13 22:36:50.196098

    		-0.9 ms

  





  

    		2024-04-13 23:36:52.527998

    		2.1 ms

  





  

    		2024-04-14 00:36:56.282276

    		0.8 ms

  





  

    		2024-04-14 01:36:58.767784

    		2.0 ms

  





  

    		2024-04-14 02:37:02.543531

    		-1.1 ms

  





  

    		2024-04-14 03:37:04.928882

    		-0.2 ms

  





  

    		2024-04-14 04:37:07.856698

    		1.2 ms

  





  

    		2024-04-14 05:37:09.565246

    		-0.5 ms

  





  

    		2024-04-14 06:37:12.340329

    		-1.4 ms

  





  

    		2024-04-14 07:37:14.304843

    		-0.8 ms

  





  

    		2024-04-14 08:37:16.728395

    		-0.4 ms

  





  

    		2024-04-14 09:37:18.689006

    		3.1 ms

  





  

    		2024-04-14 10:37:22.896485

    		0.1 ms

  





  

    		2024-04-14 11:37:24.696468

    		1.9 ms

  





  

    		2024-04-14 12:37:27.175293

    		0.8 ms

  





  

    		2024-04-14 13:37:29.930163

    		1.7 ms

  





  

    		2024-04-14 14:37:33.771005

    		-2.3 ms

  





  

    		2024-04-14 15:37:35.566631

    		-1.5 ms

  





  

    		2024-04-14 16:37:37.143297

    		0.1 ms

  





  

    		2024-04-14 17:37:39.381463

    		1.1 ms

  





  

    		2024-04-14 18:37:42.396966

    		-0.4 ms

  





  

    		2024-04-14 19:37:44.007791

    		-0.6 ms

  





  

    		2024-04-14 20:37:46.07538

    		-0.8 ms

  





  

    		2024-04-14 21:37:49.349424

    		-0.5 ms

  





  

    		2024-04-14 22:37:51.182899

    		-1.6 ms

  





  

    		2024-04-14 23:37:54.662976

    		-1.5 ms

  





  

    		2024-04-15 00:37:57.649023

    		1.0 ms

  





  

    		2024-04-15 01:38:00.699202

    		-0.9 ms

  





  

    		2024-04-15 02:38:04.898432

    		-0.5 ms

  





  

    		2024-04-15 03:38:06.444161

    		-1.2 ms

  





  

    		2024-04-15 04:38:08.096421

    		-0.4 ms

  





  

    		2024-04-15 05:38:09.723222

    		-0.5 ms

  





  

    		2024-04-15 06:38:11.727125

    		1.5 ms

  





  

    		2024-04-15 07:38:13.219947

    		1.7 ms

  





  

    		2024-04-15 08:38:14.827118

    		-0.7 ms

  





  

    		2024-04-15 09:38:16.921742

    		1.6 ms

  





  

    		2024-04-15 10:38:18.798798

    		1.8 ms

  





  

    		2024-04-15 11:38:21.498344

    		-1.1 ms

  





  

    		2024-04-15 12:38:23.188349

    		1.4 ms

  





  

    		2024-04-15 13:38:24.809968

    		1.1 ms

  





  

    		2024-04-15 14:38:26.500184

    		0.2 ms

  





  

    		2024-04-15 15:38:28.287027

    		-1.8 ms

  





  

    		2024-04-15 16:38:30.934343

    		-1.9 ms

  





  

    		2024-04-15 17:38:33.069507

    		1.7 ms

  





  

    		2024-04-15 18:38:35.577472

    		1.0 ms

  





  

    		2024-04-15 19:38:39.55747

    		2.3 ms

  





  

    		2024-04-15 20:38:42.07974

    		1.1 ms

  





  

    		2024-04-15 21:38:45.710501

    		-1.3 ms

  





  

    		2024-04-15 22:38:47.626083

    		-1.8 ms

  





  

    		2024-04-15 23:38:50.695002

    		-0.2 ms

  





  

    		2024-04-16 00:38:53.816501

    		-0.7 ms

  





  

    		2024-04-16 01:38:55.716395

    		-0.6 ms

  





  

    		2024-04-16 02:38:57.745679

    		0.8 ms

  





  

    		2024-04-16 03:39:00.408424

    		0.9 ms

  





  

    		2024-04-16 04:39:02.819066

    		-1.3 ms

  





  

    		2024-04-16 05:39:04.750097

    		1.4 ms

  





  

    		2024-04-16 06:39:06.662313

    		-0.2 ms

  





  

    		2024-04-16 07:39:10.155509

    		1.8 ms

  





  

    		2024-04-16 08:39:12.763164

    		0.6 ms

  





  

    		2024-04-16 09:39:14.410389

    		2.7 ms

  





  

    		2024-04-16 10:39:17.017308

    		-0.3 ms

  





  

    		2024-04-16 11:39:18.531095

    		2.6 ms

  





  

    		2024-04-16 12:39:21.928442

    		-0.2 ms

  





  

    		2024-04-16 13:39:23.788713

    		2.3 ms

  





  

    		2024-04-16 14:39:25.548228

    		-0.9 ms

  





  

    		2024-04-16 15:39:27.800876

    		1.4 ms

  





  

    		2024-04-16 16:39:29.75787

    		4.7 ms

  





  

    		2024-04-16 17:39:32.097141

    		3.8 ms

  





  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  





  

    		2024-04-17 13:40:14.351415

    		1.8 ms

  





  

    		2024-04-17 14:40:16.061679

    		1.9 ms

  





  

    		2024-04-17 15:40:19.498331

    		-0.3 ms

  





  

    		2024-04-17 16:40:21.665114

    		3.7 ms

  





  

    		2024-04-17 17:40:23.645792

    		1.8 ms

  





  

    		2024-04-17 18:40:26.70604

    		0.7 ms

  





  

    		2024-04-17 19:40:28.616785

    		1.4 ms

  





  

    		2024-04-17 20:40:31.040428

    		0.5 ms

  





  

    		2024-04-17 21:40:33.580288

    		-1.1 ms

  





  

    		2024-04-17 22:40:35.531601

    		0.9 ms

  





  

    		2024-04-17 23:40:38.955114

    		-2.8 ms

  





  

    		2024-04-18 00:40:41.37358

    		-3.0 ms

  





  

    		2024-04-18 01:40:44.705995

    		0.2 ms

  





  

    		2024-04-18 02:40:46.759837

    		0.4 ms

  





  

    		2024-04-18 03:40:50.576642

    		-0.6 ms

  





  

    		2024-04-18 04:40:52.77625

    		-0.7 ms

  





  

    		2024-04-18 05:40:55.188909

    		-0.7 ms

  





  

    		2024-04-18 06:40:57.538379

    		1.0 ms

  





  

    		2024-04-18 07:40:59.210499

    		0.5 ms

  





  

    		2024-04-18 08:41:00.916202

    		2.8 ms

  





  

    		2024-04-18 09:41:02.599816

    		1.9 ms

  





  

    		2024-04-18 10:41:04.255745

    		3.2 ms

  





  

    		2024-04-18 11:41:05.812563

    		-0.2 ms

  





  

    		2024-04-18 12:41:07.286455

    		-1.4 ms

  





  

    		2024-04-18 13:41:09.546227

    		0.5 ms

  





  

    		2024-04-18 14:41:11.175401

    		0.9 ms

  





  

    		2024-04-18 15:41:13.329323

    		1.8 ms

  





  

    		2024-04-18 16:41:15.000756

    		-0.2 ms

  





  

    		2024-04-18 17:41:18.773798

    		-0.4 ms

  





  

    		2024-04-18 18:41:21.800827

    		-1.8 ms

  





  

    		2024-04-18 19:41:23.683129

    		-2.6 ms

  





  

    		2024-04-18 20:41:26.279981

    		1.5 ms

  





  

    		2024-04-18 21:41:28.099347

    		-1.6 ms

  





  

    		2024-04-18 22:41:30.419423

    		-1.3 ms

  





  

    		2024-04-18 23:41:33.22256

    		-0.2 ms

  





  

    		2024-04-19 00:41:35.262971

    		0.5 ms

  





  

    		2024-04-19 01:41:36.912294

    		-1.0 ms

  





  

    		2024-04-19 02:41:38.451818

    		-0.6 ms

  





  

    		2024-04-19 03:41:41.311027

    		0.2 ms

  





  

    		2024-04-19 04:41:43.854965

    		1.8 ms

  





  

    		2024-04-19 05:41:46.584933

    		-0.7 ms

  





  

    		2024-04-19 06:41:49.189124

    		2.6 ms

  





  

    		2024-04-19 07:41:51.508476

    		-0.1 ms

  





  

    		2024-04-19 08:41:53.134594

    		0.1 ms

  





  

    		2024-04-19 09:41:55.020316

    		2.9 ms

  





  

    		2024-04-19 10:41:56.760171

    		2.7 ms

  





  

    		2024-04-19 11:41:58.62677

    		1.5 ms

  





  

    		2024-04-19 12:42:00.261066

    		2.9 ms

  





  

    		2024-04-19 13:42:01.946289

    		5.8 ms

  





  

    		2024-04-19 14:42:03.71025

    		0.5 ms

  





  

    		2024-04-19 15:42:05.487479

    		-1.4 ms

  





  

    		2024-04-19 16:42:07.345645

    		-1.4 ms

  





  

    		2024-04-19 17:42:09.40898

    		-0.3 ms

  





  

    		2024-04-19 18:42:12.180857

    		-2.4 ms

  





  

    		2024-04-19 19:42:15.740913

    		-0.5 ms

  





  

    		2024-04-19 20:42:17.586602

    		-2.6 ms

  





  

    		2024-04-19 21:42:19.311539

    		1.5 ms

  





  

    		2024-04-19 22:42:21.876329

    		1.5 ms

  





  

    		2024-04-19 23:42:24.064893

    		-0.4 ms

  





  

    		2024-04-20 00:42:26.199925

    		1.9 ms

  





  

    		2024-04-20 01:42:28.683813

    		1.1 ms

  





  

    		2024-04-20 02:42:31.172207

    		1.9 ms

  





  

    		2024-04-20 03:42:33.787606

    		1.6 ms

  





  

    		2024-04-20 04:42:37.511557

    		-1.2 ms

  





  

    		2024-04-20 05:42:38.953521

    		0.6 ms

  





  

    		2024-04-20 06:42:40.797253

    		1.5 ms

  





  

    		2024-04-20 07:42:42.590355

    		0.3 ms

  





  

    		2024-04-20 08:42:44.051399

    		-0.3 ms

  





  

    		2024-04-20 09:42:45.755255

    		1.7 ms

  





  

    		2024-04-20 10:42:47.787239

    		2.4 ms

  





  

    		2024-04-20 11:42:50.900918

    		1.5 ms

  





  

    		2024-04-20 12:42:52.557844

    		0.6 ms

  





  

    		2024-04-20 13:42:55.045854

    		-0.1 ms

  





  

    		2024-04-20 14:42:57.811323

    		1.3 ms

  





  

    		2024-04-20 15:43:00.05932

    		1.4 ms

  





  

    		2024-04-20 16:43:01.596242

    		-0.6 ms

  





  

    		2024-04-20 17:43:05.837041

    		-2.9 ms

  





  

    		2024-04-20 18:43:08.017794

    		-3.7 ms

  





  

    		2024-04-20 19:43:09.777335

    		-3.6 ms

  





  

    		2024-04-20 20:43:12.607961

    		-1.8 ms

  





  

    		2024-04-20 21:43:14.694737

    		-1.1 ms

  





  

    		2024-04-20 22:43:16.252617

    		-1.8 ms

  





  

    		2024-04-20 23:43:18.054688

    		0.3 ms

  





  

    		2024-04-21 00:43:21.227599

    		-0.9 ms

  





  

    		2024-04-21 01:43:23.640524

    		-1.2 ms

  





  

    		2024-04-21 02:43:25.377495

    		0.7 ms

  





  

    		2024-04-21 03:43:28.315817

    		1.5 ms

  





  

    		2024-04-21 04:43:30.213962

    		-0.5 ms

  





  

    		2024-04-21 05:43:32.208984

    		-1.0 ms

  





  

    		2024-04-21 06:43:33.836959

    		0.3 ms

  





  

    		2024-04-21 07:43:35.672975

    		2.4 ms

  





  

    		2024-04-21 08:43:38.350389

    		3.3 ms

  





  

    		2024-04-21 09:43:40.348029

    		1.5 ms

  





  

    		2024-04-21 10:43:41.897864

    		6.0 ms

  





  

    		2024-04-21 11:43:44.475122

    		-1.0 ms

  





  

    		2024-04-21 12:43:46.845298

    		1.3 ms

  





  

    		2024-04-21 13:43:49.031677

    		2.5 ms

  





  

    		2024-04-21 14:43:50.773718

    		0.1 ms

  





  

    		2024-04-21 15:43:52.549509

    		-1.3 ms

  





  

    		2024-04-21 16:43:54.940628

    		-2.2 ms

  





  

    		2024-04-21 17:43:56.521474

    		-1.9 ms

  





  

    		2024-04-21 18:44:00.450099

    		-0.8 ms

  





  

    		2024-04-21 19:44:02.255448

    		-1.2 ms

  





  

    		2024-04-21 20:44:04.205271

    		-0.5 ms

  





  

    		2024-04-21 21:44:05.988913

    		0.2 ms

  





  

    		2024-04-21 22:44:08.265532

    		-2.2 ms

  





  

    		2024-04-21 23:44:10.271904

    		0.8 ms

  





  

    		2024-04-22 00:44:13.283391

    		0.0 ms

  





  

    		2024-04-22 01:44:16.077334

    		-0.1 ms

  





  

    		2024-04-22 02:44:18.205304

    		-0.3 ms

  





  

    		2024-04-22 03:44:21.135656

    		1.1 ms

  





  

    		2024-04-22 04:44:23.752928

    		3.5 ms

  





  

    		2024-04-22 05:44:26.557441

    		0.4 ms

  





  

    		2024-04-22 06:44:28.061069

    		2.7 ms

  





  

    		2024-04-22 07:44:29.508098

    		0.8 ms

  





  

    		2024-04-22 08:44:31.345438

    		-0.4 ms

  





  

    		2024-04-22 09:44:33.283112

    		0.4 ms

  





  

    		2024-04-22 10:44:35.545321

    		1.7 ms

  





  

    		2024-04-22 11:44:37.050992

    		2.6 ms

  





  

    		2024-04-22 12:44:38.923041

    		2.0 ms

  





  

    		2024-04-22 13:44:40.906455

    		-0.1 ms

  





  

    		2024-04-22 14:44:42.434199

    		7.2 ms

  





  

    		2024-04-22 15:44:45.081483

    		4.0 ms

  





  

    		2024-04-22 16:44:48.212518

    		1.9 ms

  





  

    		2024-04-22 17:44:49.697498

    		-0.8 ms

  





  

    		2024-04-22 18:44:51.765469

    		-0.5 ms

  





  

    		2024-04-22 19:44:53.506207

    		-1.4 ms

  





  

    		2024-04-22 20:44:57.330831

    		-2.4 ms

  





  

    		2024-04-22 21:44:59.198985

    		-1.1 ms

  





  

    		2024-04-22 22:45:00.899139

    		-1.8 ms

  





  

    		2024-04-22 23:45:04.062866

    		-2.2 ms

  





  

    		2024-04-23 00:45:07.275246

    		-2.6 ms

  





  

    		2024-04-23 01:45:09.303895

    		0.4 ms

  





  

    		2024-04-23 02:45:12.203557

    		-0.7 ms

  





  

    		2024-04-23 03:45:14.321184

    		2.3 ms

  





  

    		2024-04-23 04:45:16.73412

    		-0.7 ms

  





  

    		2024-04-23 05:45:18.246076

    		0.2 ms

  





  

    		2024-04-23 06:45:20.292047

    		0.9 ms

  





  

    		2024-04-23 07:45:23.042504

    		0.1 ms

  





  

    		2024-04-23 08:45:24.650787

    		0.7 ms

  





  

    		2024-04-23 09:45:26.396177

    		1.3 ms

  





  

    		2024-04-23 10:45:28.735629

    		-1.2 ms

  





  

    		2024-04-23 11:45:30.308028

    		0.4 ms

  





  

    		2024-04-23 12:45:32.124104

    		-0.4 ms

  





  

    		2024-04-23 13:45:33.539783

    		-0.7 ms

  





  

    		2024-04-23 14:45:35.35208

    		0.2 ms

  





  

    		2024-04-23 15:45:37.236431

    		0.2 ms

  





  

    		2024-04-23 16:45:39.109802

    		0.1 ms

  





  

    		2024-04-23 17:45:40.90075

    		-0.3 ms

  





  

    		2024-04-23 18:45:42.548784

    		-1.4 ms

  





  

    		2024-04-23 19:45:45.726194

    		-0.5 ms

  





  

    		2024-04-23 20:45:47.510631

    		-1.3 ms

  





  

    		2024-04-23 21:45:50.137251

    		0.3 ms

  





  

    		2024-04-23 22:45:52.352003

    		-1.4 ms

  





  

    		2024-04-23 23:45:54.404481

    		-1.9 ms

  





  

    		2024-04-24 00:45:55.924392

    		-0.3 ms

  





  

    		2024-04-24 01:45:58.399822

    		1.1 ms

  





  

    		2024-04-24 02:46:00.197816

    		-0.7 ms

  





  

    		2024-04-24 03:46:02.841152

    		-0.1 ms

  





  

    		2024-04-24 04:46:05.20741

    		-1.2 ms

  





  

    		2024-04-24 05:46:06.842082

    		0.3 ms

  





  

    		2024-04-24 06:46:08.701046

    		1.3 ms

  





  

    		2024-04-24 07:46:10.479142

    		-0.9 ms

  





  

    		2024-04-24 08:46:12.031792

    		6.0 ms

  





  

    		2024-04-24 09:46:13.800153

    		-3.9 ms

  





  

    		2024-04-24 10:46:15.466347

    		-1.7 ms

  





  

    		2024-04-24 11:46:17.061781

    		1.3 ms

  





  

    		2024-04-24 12:46:18.744732

    		-0.7 ms

  





  

    		2024-04-24 13:46:20.445049

    		1.9 ms

  





  

    		2024-04-24 14:46:22.318049

    		-0.6 ms

  





  

    		2024-04-24 15:46:23.796706

    		0.3 ms

  





  

    		2024-04-24 16:46:25.801719

    		-0.6 ms

  





  

    		2024-04-24 17:46:28.083176

    		1.7 ms

  





  

    		2024-04-24 18:46:29.620932

    		1.4 ms

  





  

    		2024-04-24 19:46:32.160913

    		-0.3 ms

  





  

    		2024-04-24 20:46:33.808861

    		1.2 ms

  





  

    		2024-04-24 21:46:35.761419

    		0.4 ms

  





  

    		2024-04-24 22:46:37.724093

    		-1.6 ms

  





  

    		2024-04-24 23:46:39.993759

    		-2.0 ms

  





  

    		2024-04-25 00:46:42.615406

    		-1.9 ms

  





  

    		2024-04-25 01:46:44.213675

    		0.3 ms

  





  

    		2024-04-25 02:46:46.07723

    		-0.5 ms

  





  

    		2024-04-25 03:46:47.71946

    		0.7 ms

  





  

    		2024-04-25 04:46:49.943306

    		-0.2 ms

  





  

    		2024-04-25 05:46:52.030642

    		-0.3 ms

  





  

    		2024-04-25 06:46:54.282219

    		2.5 ms

  





  

    		2024-04-25 07:46:56.183562

    		2.2 ms

  





  

    		2024-04-25 08:46:57.690335

    		0.0 ms

  





  

    		2024-04-25 09:46:59.569815

    		-0.3 ms

  





  

    		2024-04-25 10:47:01.765918

    		-1.2 ms

  





  

    		2024-04-25 11:47:03.932078

    		0.8 ms

  





  

    		2024-04-25 12:47:05.53694

    		-1.2 ms

  





  

    		2024-04-25 13:47:07.082963

    		-1.1 ms

  





  

    		2024-04-25 14:47:09.062963

    		1.3 ms

  





  

    		2024-04-25 15:47:11.113128

    		0.8 ms

  





  

    		2024-04-25 16:47:13.498276

    		1.1 ms

  





  

    		2024-04-25 17:47:16.684121

    		0.6 ms

  





  

    		2024-04-25 18:47:18.977014

    		1.0 ms

  





  

    		2024-04-25 19:47:20.770748

    		-1.7 ms

  





  

    		2024-04-25 20:47:24.112632

    		-1.2 ms

  





  

    		2024-04-25 21:47:26.37252

    		-1.2 ms

  





  

    		2024-04-25 22:47:28.845357

    		-2.0 ms

  





  

    		2024-04-25 23:47:31.023104

    		-2.3 ms

  





  

    		2024-04-26 00:47:33.073941

    		-0.4 ms

  





  

    		2024-04-26 01:47:34.885546

    		-1.5 ms

  





  

    		2024-04-26 02:47:37.218862

    		-1.2 ms

  





  

    		2024-04-26 03:47:39.464895

    		-1.0 ms

  





  

    		2024-04-26 04:47:41.59936

    		-1.1 ms

  





  

    		2024-04-26 05:47:43.392974

    		-0.4 ms

  





  

    		2024-04-26 06:47:45.918609

    		2.5 ms

  





  

    		2024-04-26 07:47:48.583342

    		0.0 ms

  





  

    		2024-04-26 08:47:50.435434

    		1.0 ms

  





  

    		2024-04-26 09:47:52.646436

    		-0.7 ms

  





  

    		2024-04-26 10:47:54.353927

    		2.1 ms

  





  

    		2024-04-26 11:47:55.927304

    		-0.3 ms

  





  

    		2024-04-26 12:47:57.48767

    		0.2 ms

  





  

    		2024-04-26 13:47:59.193198

    		0.4 ms

  





  

    		2024-04-26 14:48:01.276723

    		-0.3 ms

  





  

    		2024-04-26 15:48:03.840127

    		0.0 ms

  





  

    		2024-04-26 16:48:06.55324

    		0.7 ms

  





  

    		2024-04-26 17:48:08.6442

    		-1.2 ms

  





  

    		2024-04-26 18:48:11.378533

    		-0.9 ms

  





  

    		2024-04-26 19:48:15.040879

    		1.6 ms

  





  

    		2024-04-26 20:48:18.229838

    		-1.8 ms

  





  

    		2024-04-26 21:48:21.048874

    		-0.8 ms

  





  

    		2024-04-26 22:48:22.630316

    		-1.4 ms

  





  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  





  

    		2024-05-08 08:58:41.717075

    		4.5 ms

  





  

    		2024-05-08 09:58:43.375652

    		2.1 ms

  





  

    		2024-05-08 10:58:46.330132

    		2.0 ms

  





  

    		2024-05-08 11:58:48.013162

    		-1.3 ms

  





  

    		2024-05-08 12:58:49.589673

    		-0.9 ms

  





  

    		2024-05-08 13:58:51.428701

    		0.7 ms

  





  

    		2024-05-08 14:58:53.91095

    		0.3 ms

  





  

    		2024-05-08 15:58:56.474178

    		1.0 ms

  





  

    		2024-05-08 16:58:58.086783

    		-0.8 ms

  





  

    		2024-05-08 17:58:59.857544

    		-1.9 ms

  





  

    		2024-05-08 18:59:02.840704

    		-0.4 ms

  





  

    		2024-05-08 19:59:04.474767

    		1.7 ms

  





  

    		2024-05-08 20:59:06.246456

    		2.7 ms

  





  

    		2024-05-08 21:59:07.773044

    		2.3 ms

  





  

    		2024-05-08 22:59:10.543349

    		-2.1 ms

  





  

    		2024-05-08 23:59:13.567518

    		-0.6 ms

  





  

    		2024-05-09 00:59:16.270058

    		-0.5 ms

  





  

    		2024-05-09 01:59:19.934484

    		0.9 ms

  





  

    		2024-05-09 02:59:22.356579

    		1.3 ms

  





  

    		2024-05-09 03:59:25.279703

    		-0.7 ms

  





  

    		2024-05-09 04:59:28.090874

    		0.8 ms

  





  

    		2024-05-09 05:59:31.033605

    		-0.7 ms

  





  

    		2024-05-09 06:59:33.852891

    		0.6 ms

  





  

    		2024-05-09 07:59:35.311625

    		3.3 ms

  





  

    		2024-05-09 08:59:39.663081

    		1.7 ms

  





  

    		2024-05-09 09:59:41.186935

    		-0.2 ms

  





  

    		2024-05-09 10:59:45.18224

    		1.5 ms

  





  

    		2024-05-09 11:59:46.841337

    		-1.2 ms

  





  

    		2024-05-09 12:59:50.344518

    		-0.1 ms

  





  

    		2024-05-09 13:59:52.045202

    		2.8 ms

  





  

    		2024-05-09 14:59:54.036483

    		0.9 ms

  





  

    		2024-05-09 15:59:56.929078

    		-0.2 ms

  





  

    		2024-05-09 16:59:58.864369

    		-2.2 ms

  





  

    		2024-05-09 18:00:01.684348

    		-0.5 ms

  





  

    		2024-05-09 19:00:03.661924

    		-1.1 ms

  





  

    		2024-05-09 20:00:05.129855

    		-0.8 ms

  





  

    		2024-05-09 21:00:07.246621

    		-2.3 ms

  





  

    		2024-05-09 22:00:09.335194

    		1.2 ms

  





  

    		2024-05-09 23:00:11.470089

    		-1.1 ms

  





  

    		2024-05-10 00:00:13.042689

    		-2.0 ms

  





  

    		2024-05-10 01:00:15.156315

    		0.2 ms

  





  

    		2024-05-10 02:00:18.545342

    		-0.5 ms

  





  

    		2024-05-10 03:00:20.655243

    		-0.1 ms

  





  

    		2024-05-10 04:00:23.380685

    		-1.4 ms

  





  

    		2024-05-10 05:00:25.47914

    		1.4 ms

  





  

    		2024-05-10 06:00:27.069694

    		-1.8 ms

  





  

    		2024-05-10 07:00:29.563112

    		1.2 ms

  





  

    		2024-05-10 08:00:32.295342

    		0.9 ms

  





  

    		2024-05-10 09:00:34.164398

    		2.3 ms

  





  

    		2024-05-10 10:00:36.632412

    		1.9 ms

  





  

    		2024-05-10 11:00:38.163851

    		0.4 ms

  





  

    		2024-05-10 12:00:40.258612

    		-0.4 ms

  





  

    		2024-05-10 13:00:41.869646

    		1.4 ms

  





  

    		2024-05-10 14:00:43.986648

    		3.8 ms

  





  

    		2024-05-10 15:00:46.332365

    		-1.3 ms

  





  

    		2024-05-10 16:00:48.131389

    		-0.5 ms

  





  

    		2024-05-10 17:00:49.918054

    		-3.5 ms

  





  

    		2024-05-10 18:00:53.068912

    		3.0 ms

  





  

    		2024-05-10 19:00:55.366185

    		0.1 ms

  





  

    		2024-05-10 20:00:57.91739

    		-4.8 ms

  





  

    		2024-05-10 21:01:00.046425

    		-5.7 ms

  





  

    		2024-05-10 22:01:02.514956

    		-5.0 ms

  





  

    		2024-05-10 23:01:04.166183

    		-1.3 ms

  





  

    		2024-05-11 00:01:06.081129

    		-0.4 ms

  





  

    		2024-05-11 01:01:07.93126

    		-1.4 ms

  





  

    		2024-05-11 02:01:10.701006

    		0.0 ms

  





  

    		2024-05-11 03:01:13.333886

    		1.3 ms

  





  

    		2024-05-11 04:01:15.058042

    		1.0 ms

  





  

    		2024-05-11 05:01:16.830439

    		1.3 ms

  





  

    		2024-05-11 06:01:18.368487

    		-0.1 ms

  





  

    		2024-05-11 07:01:20.601311

    		3.6 ms

  





  

    		2024-05-11 08:01:24.449137

    		3.9 ms

  





  

    		2024-05-11 09:01:26.986902

    		2.5 ms

  





  

    		2024-05-11 10:01:29.032659

    		-0.7 ms

  





  

    		2024-05-11 11:01:30.519896

    		0.4 ms

  





  

    		2024-05-11 12:01:33.659069

    		3.5 ms

  





  

    		2024-05-11 13:01:35.885901

    		2.3 ms

  





  

    		2024-05-11 14:01:38.635808

    		-1.9 ms

  





  

    		2024-05-11 15:01:40.557667

    		1.0 ms

  





  

    		2024-05-11 16:01:43.316529

    		-1.3 ms

  





  

    		2024-05-11 17:01:44.747016

    		-0.8 ms

  





  

    		2024-05-11 18:01:46.93539

    		-3.3 ms

  





  

    		2024-05-11 19:01:49.41018

    		-3.2 ms

  





  

    		2024-05-11 20:01:52.664061

    		-1.8 ms

  





  

    		2024-05-11 21:01:55.326805

    		0.3 ms

  





  

    		2024-05-11 22:01:56.855443

    		-1.0 ms

  





  

    		2024-05-11 23:01:59.099887

    		1.6 ms

  





  

    		2024-05-12 00:02:01.355855

    		-1.1 ms

  





  

    		2024-05-12 01:02:03.730238

    		2.0 ms

  





  

    		2024-05-12 02:02:06.535142

    		-3.1 ms

  





  

    		2024-05-12 03:02:08.586799

    		-0.7 ms

  





  

    		2024-05-12 04:02:10.542755

    		0.4 ms

  





  

    		2024-05-12 05:02:13.254769

    		-0.7 ms

  





  

    		2024-05-12 06:02:16.758901

    		-0.9 ms

  





  

    		2024-05-12 07:02:19.438264

    		2.4 ms

  





  

    		2024-05-12 08:02:21.978428

    		2.0 ms

  





  

    		2024-05-12 09:02:24.259657

    		0.6 ms

  





  

    		2024-05-12 10:02:26.034587

    		2.9 ms

  





  

    		2024-05-12 11:02:28.031544

    		-0.4 ms

  





  

    		2024-05-12 12:02:29.923709

    		0.4 ms

  





  

    		2024-05-12 13:02:32.423893

    		-0.9 ms

  





  

    		2024-05-12 14:02:35.539972

    		0.9 ms

  





  

    		2024-05-12 15:02:37.764275

    		-0.1 ms

  





  

    		2024-05-12 16:02:40.484603

    		0.7 ms

  





  

    		2024-05-12 17:02:43.445362

    		0.6 ms

  





  

    		2024-05-12 18:02:45.366162

    		-2.3 ms

  





  

    		2024-05-12 19:02:46.846507

    		-0.7 ms

  





  

    		2024-05-12 20:02:49.543478

    		-1.8 ms

  





  

    		2024-05-12 21:02:51.189698

    		-1.0 ms

  





  

    		2024-05-12 22:02:53.552072

    		-0.5 ms

  





  

    		2024-05-12 23:02:55.826868

    		0.8 ms

  





  

    		2024-05-13 00:02:58.421246

    		-0.3 ms

  





  

    		2024-05-13 01:03:00.16927

    		0.9 ms

  





  

    		2024-05-13 02:03:04.163459

    		0.8 ms

  





  

    		2024-05-13 03:03:06.474262

    		-2.3 ms

  





  

    		2024-05-13 04:03:08.209481

    		0.3 ms

  





  

    		2024-05-13 05:03:10.883741

    		-0.1 ms

  





  

    		2024-05-13 06:03:12.92507

    		0.9 ms

  





  

    		2024-05-13 07:03:14.541941

    		1.6 ms

  





  

    		2024-05-13 08:03:16.794944

    		0.6 ms

  





  

    		2024-05-13 09:03:18.574074

    		0.4 ms

  





  

    		2024-05-13 10:03:19.969339

    		-0.4 ms

  





  

    		2024-05-13 11:03:21.601626

    		0.3 ms

  





  

    		2024-05-13 12:03:23.629389

    		-0.4 ms

  





  

    		2024-05-13 13:03:25.862745

    		-0.3 ms

  





  

    		2024-05-13 14:03:27.491936

    		-0.2 ms

  





  

    		2024-05-13 15:03:28.985136

    		0.4 ms

  





  

    		2024-05-13 16:03:30.589399

    		-1.0 ms

  





  

    		2024-05-13 17:03:33.119038

    		1.4 ms

  





  

    		2024-05-13 18:03:37.010475

    		-0.7 ms

  





  

    		2024-05-13 19:03:38.81466

    		-0.4 ms

  





  

    		2024-05-13 20:03:40.383594

    		1.6 ms

  





  

    		2024-05-13 21:03:42.659281

    		-1.8 ms

  





  

    		2024-05-13 22:03:44.350048

    		-2.3 ms

  





  

    		2024-05-13 23:03:46.498408

    		-2.2 ms

  





  

    		2024-05-14 00:03:50.704226

    		1.7 ms

  





  

    		2024-05-14 01:03:53.113143

    		-0.7 ms

  





  

    		2024-05-14 02:03:54.620102

    		2.4 ms

  





  

    		2024-05-14 03:03:58.322154

    		-1.3 ms

  





  

    		2024-05-14 04:04:01.106429

    		-0.4 ms

  





  

    		2024-05-14 05:04:04.48802

    		-1.0 ms

  





  

    		2024-05-14 06:04:07.191567

    		1.4 ms

  





  

    		2024-05-14 07:04:08.654073

    		2.3 ms

  





  

    		2024-05-14 08:04:11.543502

    		3.2 ms

  





  

    		2024-05-14 09:04:13.424965

    		-0.1 ms

  





  

    		2024-05-14 10:04:15.437441

    		3.5 ms

  





  

    		2024-05-14 11:04:17.497354

    		2.5 ms

  





  

    		2024-05-14 12:04:19.156298

    		0.5 ms

  





  

    		2024-05-14 13:04:21.057481

    		1.1 ms

  





  

    		2024-05-14 14:04:22.691421

    		0.4 ms

  





  

    		2024-05-14 15:04:24.226922

    		4.8 ms

  





  

    		2024-05-14 16:04:27.297412

    		2.5 ms

  





  

    		2024-05-14 17:04:30.051382

    		1.6 ms

  





  

    		2024-05-14 18:04:32.450552

    		2.3 ms

  





  

    		2024-05-14 19:04:34.794277

    		2.1 ms

  





  

    		2024-05-14 20:04:37.446041

    		0.2 ms

  





  

    		2024-05-14 21:04:39.812719

    		0.3 ms

  





  

    		2024-05-14 22:04:41.20053

    		0.0 ms

  





  

    		2024-05-14 23:04:43.796748

    		2.0 ms

  





  

    		2024-05-15 00:04:45.647979

    		0.2 ms

  





  

    		2024-05-15 01:04:47.395255

    		-0.6 ms

  





  

    		2024-05-15 02:04:51.445304

    		0.9 ms

  





  

    		2024-05-15 03:04:53.043716

    		-1.7 ms

  





  

    		2024-05-15 04:04:56.305206

    		0.9 ms

  





  

    		2024-05-15 05:04:58.771516

    		1.3 ms

  





  

    		2024-05-15 06:05:01.268311

    		1.6 ms

  





  

    		2024-05-15 07:05:03.054046

    		2.1 ms

  





  

    		2024-05-15 08:05:04.599923

    		2.0 ms

  





  

    		2024-05-15 09:05:06.256711

    		0.6 ms

  





  

    		2024-05-15 10:05:08.055337

    		0.2 ms

  





  

    		2024-05-15 11:05:10.404006

    		1.0 ms

  





  

    		2024-05-15 12:05:11.846588

    		3.2 ms

  





  

    		2024-05-15 13:05:14.079457

    		0.3 ms

  





  

    		2024-05-15 14:05:16.303051

    		-0.4 ms

  





  

    		2024-05-15 15:05:17.761236

    		2.3 ms

  





  

    		2024-05-15 16:05:19.208939

    		1.6 ms

  





  

    		2024-05-15 17:05:20.849334

    		1.5 ms

  





  

    		2024-05-15 18:05:22.717534

    		-0.5 ms

  





  

    		2024-05-15 19:05:25.841327

    		-2.3 ms

  





  

    		2024-05-15 20:05:28.28167

    		-2.3 ms

  





  

    		2024-05-15 21:05:30.066531

    		-1.7 ms

  





  

    		2024-05-15 22:05:33.069859

    		0.7 ms

  





  

    		2024-05-15 23:05:35.17324

    		1.7 ms

  





  

    		2024-05-16 00:05:37.019111

    		0.0 ms

  





  

    		2024-05-16 01:05:38.787966

    		-2.4 ms

  





  

    		2024-05-16 02:05:40.922968

    		-2.8 ms

  





  

    		2024-05-16 03:05:42.999441

    		-3.6 ms

  





  

    		2024-05-16 04:05:46.276216

    		2.2 ms

  





  

    		2024-05-16 05:05:48.369671

    		2.8 ms

  





  

    		2024-05-16 06:05:50.971109

    		0.9 ms

  





  

    		2024-05-16 07:05:52.908996

    		0.9 ms

  





  

    		2024-05-16 08:05:55.549881

    		1.8 ms

  





  

    		2024-05-16 09:05:57.160644

    		3.5 ms

  





  

    		2024-05-16 10:05:59.188518

    		3.5 ms

  





  

    		2024-05-16 11:06:01.659028

    		1.1 ms

  





  

    		2024-05-16 12:06:03.234862

    		1.2 ms

  





  

    		2024-05-16 13:06:05.124974

    		-1.8 ms

  





  

    		2024-05-16 14:06:06.863377

    		-0.7 ms

  





  

    		2024-05-16 15:06:08.531024

    		1.4 ms

  





  

    		2024-05-16 16:06:10.623662

    		-0.5 ms

  





  

    		2024-05-16 17:06:13.886102

    		-2.4 ms

  





  

    		2024-05-16 18:06:16.202211

    		-0.1 ms

  





  

    		2024-05-16 19:06:19.65653

    		-2.5 ms

  





  

    		2024-05-16 20:06:22.816837

    		1.1 ms

  





  

    		2024-05-16 21:06:25.391516

    		-1.6 ms

  





  

    		2024-05-16 22:06:27.916942

    		-1.9 ms

  





  

    		2024-05-16 23:06:30.065912

    		-1.4 ms

  





  

    		2024-05-17 00:06:32.23693

    		-1.4 ms

  





  

    		2024-05-17 01:06:34.194886

    		-1.1 ms

  





  

    		2024-05-17 02:06:36.065181

    		-1.6 ms

  





  

    		2024-05-17 03:06:37.521077

    		-2.0 ms

  





  

    		2024-05-17 04:06:40.459393

    		-1.6 ms

  





  

    		2024-05-17 05:06:44.603113

    		-0.7 ms

  





  

    		2024-05-17 06:06:47.279105

    		-0.8 ms

  





  

    		2024-05-17 07:06:48.992609

    		-0.4 ms

  





  

    		2024-05-17 08:06:51.143569

    		3.3 ms

  





  

    		2024-05-17 09:06:53.702806

    		2.3 ms

  





  

    		2024-05-17 10:06:55.329445

    		-0.5 ms

  





  

    		2024-05-17 11:06:56.854502

    		0.6 ms

  





  

    		2024-05-17 12:06:59.039901

    		0.0 ms

  





  

    		2024-05-17 13:07:00.924056

    		0.7 ms

  





  

    		2024-05-17 14:07:02.801081

    		0.5 ms

  





  

    		2024-05-17 15:07:05.737451

    		-0.3 ms

  





  

    		2024-05-17 16:07:08.019391

    		1.8 ms

  





  

    		2024-05-17 17:07:09.819798

    		-1.0 ms

  





  

    		2024-05-17 18:07:12.435463

    		-0.7 ms

  





  

    		2024-05-17 19:07:15.26007

    		-1.1 ms

  





  

    		2024-05-17 20:07:17.124388

    		-2.2 ms

  





  

    		2024-05-17 21:07:19.627738

    		-1.0 ms

  





  

    		2024-05-17 22:07:22.128821

    		1.8 ms

  





  

    		2024-05-17 23:07:23.812583

    		0.6 ms

  





  

    		2024-05-18 00:07:26.036751

    		0.9 ms

  





  

    		2024-05-18 01:07:27.897459

    		-1.4 ms

  





  

    		2024-05-18 02:07:29.980044

    		-0.5 ms

  





  

    		2024-05-18 03:07:31.532345

    		-2.8 ms

  





  

    		2024-05-18 04:07:33.050021

    		-2.3 ms

  





  

    		2024-05-18 05:07:36.501855

    		0.5 ms

  





  

    		2024-05-18 06:07:39.170866

    		1.6 ms

  





  

    		2024-05-18 07:07:42.057905

    		1.1 ms

  





  

    		2024-05-18 08:07:45.110525

    		2.0 ms

  





  

    		2024-05-18 09:07:48.42081

    		1.0 ms

  





  

    		2024-05-18 10:07:51.013245

    		-0.2 ms

  





  

    		2024-05-18 11:07:52.659441

    		1.2 ms

  





  

    		2024-05-18 12:07:55.035115

    		-0.8 ms

  





  

    		2024-05-18 13:07:56.720004

    		0.8 ms

  





  

    		2024-05-18 14:07:58.621201

    		-0.8 ms

  





  

    		2024-05-18 15:08:00.261824

    		0.1 ms

  





  

    		2024-05-18 16:08:01.963626

    		0.3 ms

  





  

    		2024-05-18 17:08:04.585809

    		-0.5 ms

  





  

    		2024-05-18 18:08:08.095013

    		-0.3 ms

  





  

    		2024-05-18 19:08:11.567896

    		2.0 ms

  





  

    		2024-05-18 20:08:13.343079

    		-1.2 ms

  





  

    		2024-05-18 21:08:14.92517

    		-1.0 ms

  





  

    		2024-05-18 22:08:17.774063

    		-0.8 ms

  





  

    		2024-05-18 23:08:20.287049

    		-1.9 ms

  





  

    		2024-05-19 00:08:22.262387

    		-1.1 ms

  





  

    		2024-05-19 01:08:23.959544

    		-1.7 ms

  





  

    		2024-05-19 02:08:27.489021

    		-0.8 ms

  





  

    		2024-05-19 03:08:30.019327

    		0.5 ms

  





  

    		2024-05-19 04:08:31.633638

    		-1.0 ms

  





  

    		2024-05-19 05:08:34.474362

    		0.2 ms

  





  

    		2024-05-19 06:08:36.012198

    		-0.9 ms

  





  

    		2024-05-19 07:08:37.539778

    		0.5 ms

  





  

    		2024-05-19 08:08:39.498703

    		0.6 ms

  





  

    		2024-05-19 09:08:41.05347

    		3.4 ms

  





  

    		2024-05-19 10:08:43.042272

    		1.7 ms

  





  

    		2024-05-19 11:08:45.389028

    		2.8 ms

  





  

    		2024-05-19 12:08:47.963099

    		2.9 ms

  





  

    		2024-05-19 13:08:49.95828

    		2.9 ms

  





  

    		2024-05-19 14:08:51.457188

    		1.1 ms

  





  

    		2024-05-19 15:08:54.794751

    		1.5 ms

  





  

    		2024-05-19 16:08:56.545895

    		2.3 ms

  





  

    		2024-05-19 17:08:58.973062

    		1.4 ms

  





  

    		2024-05-19 18:09:01.958013

    		0.5 ms

  





  

    		2024-05-19 19:09:03.909694

    		-0.1 ms

  





  

    		2024-05-19 20:09:07.345707

    		1.2 ms

  





  

    		2024-05-19 21:09:09.340489

    		0.5 ms

  





  

    		2024-05-19 22:09:10.989141

    		-1.1 ms

  





  

    		2024-05-19 23:09:13.279562

    		2.0 ms

  





  

    		2024-05-20 00:09:15.188151

    		-1.7 ms

  





  

    		2024-05-20 01:09:17.684477

    		-1.7 ms

  





  

    		2024-05-20 02:09:20.127056

    		-0.6 ms

  





  

    		2024-05-20 03:09:22.671159

    		-1.1 ms

  





  

    		2024-05-20 04:09:26.234969

    		-1.5 ms

  





  

    		2024-05-20 05:09:29.021599

    		1.4 ms

  





  

    		2024-05-20 06:09:30.798338

    		-0.6 ms

  





  

    		2024-05-20 07:09:32.462857

    		-0.2 ms

  





  

    		2024-05-20 08:09:35.766631

    		0.1 ms

  





  

    		2024-05-20 09:09:37.41843

    		-0.3 ms

  





  

    		2024-05-20 10:09:39.738231

    		2.3 ms

  





  

    		2024-05-20 11:09:41.339841

    		2.0 ms

  





  

    		2024-05-20 12:09:43.462183

    		4.5 ms

  





  

    		2024-05-20 13:09:45.199554

    		0.9 ms

  





  

    		2024-05-20 14:09:46.828582

    		0.0 ms

  





  

    		2024-05-20 15:09:48.877933

    		2.7 ms

  





  

    		2024-05-20 16:09:50.473038

    		-2.3 ms

  





  

    		2024-05-20 17:09:52.27838

    		-0.5 ms

  





  

    		2024-05-20 18:09:53.784903

    		-0.7 ms

  





  

    		2024-05-20 19:09:55.780876

    		1.0 ms

  





  

    		2024-05-20 20:09:57.394025

    		3.0 ms

  





  

    		2024-05-20 21:09:59.848665

    		2.3 ms

  





  

    		2024-05-20 22:10:01.932874

    		1.5 ms

  





  

    		2024-05-20 23:10:03.511455

    		-1.6 ms

  





  

    		2024-05-21 00:10:05.850341

    		-5.4 ms

  





  

    		2024-05-21 01:10:09.734758

    		-1.1 ms

  





  

    		2024-05-21 02:10:11.338228

    		-1.7 ms

  





  

    		2024-05-21 03:10:12.961864

    		0.4 ms

  





  

    		2024-05-21 04:10:15.533867

    		1.4 ms

  





  

    		2024-05-21 05:10:18.067671

    		1.4 ms

  





  

    		2024-05-21 06:10:20.499655

    		2.9 ms

  





  

    		2024-05-21 07:10:22.712861

    		0.2 ms

  





  

    		2024-05-21 08:10:24.388559

    		1.3 ms

  





  

    		2024-05-21 09:10:26.184271

    		1.3 ms

  





  

    		2024-05-21 10:10:27.983599

    		3.0 ms

  





  

    		2024-05-21 11:10:30.308999

    		0.5 ms

  





  

    		2024-05-21 12:10:31.975533

    		-1.3 ms

  





  

    		2024-05-21 13:10:33.450256

    		1.4 ms

  





  

    		2024-05-21 14:10:34.883845

    		1.6 ms

  





  

    		2024-05-21 15:10:37.110792

    		2.1 ms

  





  

    		2024-05-21 16:10:38.701754

    		1.3 ms

  





  

    		2024-05-21 17:10:41.105226

    		3.4 ms

  





  

    		2024-05-21 18:10:44.84187

    		-0.9 ms

  





  

    		2024-05-21 19:10:46.594266

    		-0.4 ms

  





  

    		2024-05-21 20:10:48.751615

    		-0.8 ms

  





  

    		2024-05-21 21:10:50.749746

    		0.7 ms

  





  

    		2024-05-21 22:10:53.447214

    		1.5 ms

  





  

    		2024-05-21 23:10:56.621102

    		-0.9 ms

  





  

    		2024-05-22 00:10:59.517036

    		-0.5 ms

  





  

    		2024-05-22 01:11:01.429078

    		-1.9 ms

  





  

    		2024-05-22 02:11:04.077699

    		-0.3 ms

  





  

    		2024-05-22 03:11:06.66983

    		-1.1 ms

  





  

    		2024-05-22 04:11:08.885341

    		-1.5 ms

  





  

    		2024-05-22 05:11:10.824981

    		-1.4 ms

  





  

    		2024-05-22 06:11:12.558875

    		-0.4 ms

  





  

    		2024-05-22 07:11:14.301905

    		0.2 ms

  





  

    		2024-05-22 08:11:16.294794

    		1.0 ms

  





  

    		2024-05-22 09:11:17.91153

    		2.9 ms

  





  

    		2024-05-22 10:11:19.848967

    		-0.5 ms

  





  

    		2024-05-22 11:11:21.450899

    		2.7 ms

  





  

    		2024-05-22 12:11:23.028288

    		2.1 ms

  





  

    		2024-05-22 13:11:24.764367

    		5.6 ms

  





  

    		2024-05-22 14:11:26.419223

    		-0.7 ms

  





  

    		2024-05-22 15:11:28.207105

    		0.3 ms

  





  

    		2024-05-22 16:11:30.410877

    		2.6 ms

  





  

    		2024-05-22 17:11:32.809845

    		-1.1 ms

  





  

    		2024-05-22 18:11:34.627948

    		0.4 ms

  





  

    		2024-05-22 19:11:38.404425

    		1.3 ms

  





  

    		2024-05-22 20:11:40.940819

    		1.2 ms

  





  

    		2024-05-22 21:11:43.088644

    		-2.5 ms

  





  

    		2024-05-22 22:11:45.419261

    		-0.1 ms

  





  

    		2024-05-22 23:11:47.296798

    		-3.0 ms

  





  

    		2024-05-23 00:11:50.250109

    		-2.5 ms

  





  

    		2024-05-23 01:11:51.891661

    		-1.5 ms

  





  

    		2024-05-23 02:11:53.742789

    		-1.4 ms

  





  

    		2024-05-23 03:11:56.64568

    		-0.4 ms

  





  

    		2024-05-23 04:11:59.218664

    		0.8 ms

  





  

    		2024-05-23 05:12:02.14552

    		0.3 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.17 ms

		standard deviation: 1.54 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.340%

		|e| < 5 ms: ≈99.875%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-11 13:34:39.696917 UTC and 2024-05-23 05:12:02.14552 UTC:







  		Time collected

  		Clock offset







  

    		2024-04-11 13:34:39.696917

    		-1.2 ms

  





  

    		2024-04-11 14:34:42.933933

    		-0.7 ms

  





  

    		2024-04-11 15:34:45.483562

    		2.7 ms

  





  

    		2024-04-11 16:34:48.444364

    		-2.4 ms

  





  

    		2024-04-11 17:34:51.309198

    		-1.0 ms

  





  

    		2024-04-11 18:34:53.350164

    		0.0 ms

  





  

    		2024-04-11 19:34:57.183381

    		-1.6 ms

  





  

    		2024-04-11 20:35:00.265096

    		-0.1 ms

  





  

    		2024-04-11 21:35:01.829664

    		0.8 ms

  





  

    		2024-04-11 22:35:04.487281

    		-2.6 ms

  





  

    		2024-04-11 23:35:06.113497

    		-1.5 ms

  





  

    		2024-04-12 00:35:07.743469

    		-2.3 ms

  





  

    		2024-04-12 01:35:09.453325

    		-1.0 ms

  





  

    		2024-04-12 02:35:11.662919

    		-1.5 ms

  





  

    		2024-04-12 03:35:13.649446

    		-0.4 ms

  





  

    		2024-04-12 04:35:15.462941

    		-0.7 ms

  





  

    		2024-04-12 05:35:17.64268

    		0.1 ms

  





  

    		2024-04-12 06:35:20.070998

    		0.6 ms

  





  

    		2024-04-12 07:35:22.357665

    		1.6 ms

  





  

    		2024-04-12 08:35:23.850097

    		1.1 ms

  





  

    		2024-04-12 09:35:25.529331

    		0.7 ms

  





  

    		2024-04-12 10:35:27.709246

    		0.0 ms

  





  

    		2024-04-12 11:35:30.057817

    		0.0 ms

  





  

    		2024-04-12 12:35:31.7715

    		-0.9 ms

  





  

    		2024-04-12 13:35:33.30148

    		1.1 ms

  





  

    		2024-04-12 14:35:35.950484

    		1.5 ms

  





  

    		2024-04-12 15:35:37.873917

    		-1.5 ms

  





  

    		2024-04-12 16:35:39.506351

    		-0.4 ms

  





  

    		2024-04-12 17:35:41.840512

    		0.5 ms

  





  

    		2024-04-12 18:35:43.503034

    		0.2 ms

  





  

    		2024-04-12 19:35:47.27239

    		0.2 ms

  





  

    		2024-04-12 20:35:49.223502

    		-1.6 ms

  





  

    		2024-04-12 21:35:51.815158

    		-1.4 ms

  





  

    		2024-04-12 22:35:53.666184

    		0.1 ms

  





  

    		2024-04-12 23:35:55.470787

    		0.1 ms

  





  

    		2024-04-13 00:35:58.533532

    		-1.7 ms

  





  

    		2024-04-13 01:36:01.83047

    		1.4 ms

  





  

    		2024-04-13 02:36:04.74508

    		-1.2 ms

  





  

    		2024-04-13 03:36:08.320409

    		-0.1 ms

  





  

    		2024-04-13 04:36:10.998426

    		-1.1 ms

  





  

    		2024-04-13 05:36:14.906537

    		-0.1 ms

  





  

    		2024-04-13 06:36:16.66711

    		1.8 ms

  





  

    		2024-04-13 07:36:19.281374

    		1.9 ms

  





  

    		2024-04-13 08:36:22.592304

    		-0.1 ms

  





  

    		2024-04-13 09:36:24.375654

    		0.2 ms

  





  

    		2024-04-13 10:36:25.986999

    		-0.2 ms

  





  

    		2024-04-13 11:36:28.134845

    		1.9 ms

  





  

    		2024-04-13 12:36:29.998777

    		0.3 ms

  





  

    		2024-04-13 13:36:31.579198

    		0.8 ms

  





  

    		2024-04-13 14:36:33.829613

    		-1.6 ms

  





  

    		2024-04-13 15:36:35.4407

    		1.5 ms

  





  

    		2024-04-13 16:36:36.948792

    		-1.1 ms

  





  

    		2024-04-13 17:36:39.379365

    		0.3 ms

  





  

    		2024-04-13 18:36:42.655378

    		-1.1 ms

  





  

    		2024-04-13 19:36:44.188259

    		0.8 ms

  





  

    		2024-04-13 20:36:46.304811

    		-1.4 ms

  





  

    		2024-04-13 21:36:48.54253

    		1.0 ms

  





  

    		2024-04-13 22:36:50.196098

    		-0.9 ms

  





  

    		2024-04-13 23:36:52.527998

    		2.1 ms

  





  

    		2024-04-14 00:36:56.282276

    		0.8 ms

  





  

    		2024-04-14 01:36:58.767784

    		2.0 ms

  





  

    		2024-04-14 02:37:02.543531

    		-1.1 ms

  





  

    		2024-04-14 03:37:04.928882

    		-0.2 ms

  





  

    		2024-04-14 04:37:07.856698

    		1.2 ms

  





  

    		2024-04-14 05:37:09.565246

    		-0.5 ms

  





  

    		2024-04-14 06:37:12.340329

    		-1.4 ms

  





  

    		2024-04-14 07:37:14.304843

    		-0.8 ms

  





  

    		2024-04-14 08:37:16.728395

    		-0.4 ms

  





  

    		2024-04-14 09:37:18.689006

    		3.1 ms

  





  

    		2024-04-14 10:37:22.896485

    		0.1 ms

  





  

    		2024-04-14 11:37:24.696468

    		1.9 ms

  





  

    		2024-04-14 12:37:27.175293

    		0.8 ms

  





  

    		2024-04-14 13:37:29.930163

    		1.7 ms

  





  

    		2024-04-14 14:37:33.771005

    		-2.3 ms

  





  

    		2024-04-14 15:37:35.566631

    		-1.5 ms

  





  

    		2024-04-14 16:37:37.143297

    		0.1 ms

  





  

    		2024-04-14 17:37:39.381463

    		1.1 ms

  





  

    		2024-04-14 18:37:42.396966

    		-0.4 ms

  





  

    		2024-04-14 19:37:44.007791

    		-0.6 ms

  





  

    		2024-04-14 20:37:46.07538

    		-0.8 ms

  





  

    		2024-04-14 21:37:49.349424

    		-0.5 ms

  





  

    		2024-04-14 22:37:51.182899

    		-1.6 ms

  





  

    		2024-04-14 23:37:54.662976

    		-1.5 ms

  





  

    		2024-04-15 00:37:57.649023

    		1.0 ms

  





  

    		2024-04-15 01:38:00.699202

    		-0.9 ms

  





  

    		2024-04-15 02:38:04.898432

    		-0.5 ms

  





  

    		2024-04-15 03:38:06.444161

    		-1.2 ms

  





  

    		2024-04-15 04:38:08.096421

    		-0.4 ms

  





  

    		2024-04-15 05:38:09.723222

    		-0.5 ms

  





  

    		2024-04-15 06:38:11.727125

    		1.5 ms

  





  

    		2024-04-15 07:38:13.219947

    		1.7 ms

  





  

    		2024-04-15 08:38:14.827118

    		-0.7 ms

  





  

    		2024-04-15 09:38:16.921742

    		1.6 ms

  





  

    		2024-04-15 10:38:18.798798

    		1.8 ms

  





  

    		2024-04-15 11:38:21.498344

    		-1.1 ms

  





  

    		2024-04-15 12:38:23.188349

    		1.4 ms

  





  

    		2024-04-15 13:38:24.809968

    		1.1 ms

  





  

    		2024-04-15 14:38:26.500184

    		0.2 ms

  





  

    		2024-04-15 15:38:28.287027

    		-1.8 ms

  





  

    		2024-04-15 16:38:30.934343

    		-1.9 ms

  





  

    		2024-04-15 17:38:33.069507

    		1.7 ms

  





  

    		2024-04-15 18:38:35.577472

    		1.0 ms

  





  

    		2024-04-15 19:38:39.55747

    		2.3 ms

  





  

    		2024-04-15 20:38:42.07974

    		1.1 ms

  





  

    		2024-04-15 21:38:45.710501

    		-1.3 ms

  





  

    		2024-04-15 22:38:47.626083

    		-1.8 ms

  





  

    		2024-04-15 23:38:50.695002

    		-0.2 ms

  





  

    		2024-04-16 00:38:53.816501

    		-0.7 ms

  





  

    		2024-04-16 01:38:55.716395

    		-0.6 ms

  





  

    		2024-04-16 02:38:57.745679

    		0.8 ms

  





  

    		2024-04-16 03:39:00.408424

    		0.9 ms

  





  

    		2024-04-16 04:39:02.819066

    		-1.3 ms

  





  

    		2024-04-16 05:39:04.750097

    		1.4 ms

  





  

    		2024-04-16 06:39:06.662313

    		-0.2 ms

  





  

    		2024-04-16 07:39:10.155509

    		1.8 ms

  





  

    		2024-04-16 08:39:12.763164

    		0.6 ms

  





  

    		2024-04-16 09:39:14.410389

    		2.7 ms

  





  

    		2024-04-16 10:39:17.017308

    		-0.3 ms

  





  

    		2024-04-16 11:39:18.531095

    		2.6 ms

  





  

    		2024-04-16 12:39:21.928442

    		-0.2 ms

  





  

    		2024-04-16 13:39:23.788713

    		2.3 ms

  





  

    		2024-04-16 14:39:25.548228

    		-0.9 ms

  





  

    		2024-04-16 15:39:27.800876

    		1.4 ms

  





  

    		2024-04-16 16:39:29.75787

    		4.7 ms

  





  

    		2024-04-16 17:39:32.097141

    		3.8 ms

  





  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  





  

    		2024-04-17 13:40:14.351415

    		1.8 ms

  





  

    		2024-04-17 14:40:16.061679

    		1.9 ms

  





  

    		2024-04-17 15:40:19.498331

    		-0.3 ms

  





  

    		2024-04-17 16:40:21.665114

    		3.7 ms

  





  

    		2024-04-17 17:40:23.645792

    		1.8 ms

  





  

    		2024-04-17 18:40:26.70604

    		0.7 ms

  





  

    		2024-04-17 19:40:28.616785

    		1.4 ms

  





  

    		2024-04-17 20:40:31.040428

    		0.5 ms

  





  

    		2024-04-17 21:40:33.580288

    		-1.1 ms

  





  

    		2024-04-17 22:40:35.531601

    		0.9 ms

  





  

    		2024-04-17 23:40:38.955114

    		-2.8 ms

  





  

    		2024-04-18 00:40:41.37358

    		-3.0 ms

  





  

    		2024-04-18 01:40:44.705995

    		0.2 ms

  





  

    		2024-04-18 02:40:46.759837

    		0.4 ms

  





  

    		2024-04-18 03:40:50.576642

    		-0.6 ms

  





  

    		2024-04-18 04:40:52.77625

    		-0.7 ms

  





  

    		2024-04-18 05:40:55.188909

    		-0.7 ms

  





  

    		2024-04-18 06:40:57.538379

    		1.0 ms

  





  

    		2024-04-18 07:40:59.210499

    		0.5 ms

  





  

    		2024-04-18 08:41:00.916202

    		2.8 ms

  





  

    		2024-04-18 09:41:02.599816

    		1.9 ms

  





  

    		2024-04-18 10:41:04.255745

    		3.2 ms

  





  

    		2024-04-18 11:41:05.812563

    		-0.2 ms

  





  

    		2024-04-18 12:41:07.286455

    		-1.4 ms

  





  

    		2024-04-18 13:41:09.546227

    		0.5 ms

  





  

    		2024-04-18 14:41:11.175401

    		0.9 ms

  





  

    		2024-04-18 15:41:13.329323

    		1.8 ms

  





  

    		2024-04-18 16:41:15.000756

    		-0.2 ms

  





  

    		2024-04-18 17:41:18.773798

    		-0.4 ms

  





  

    		2024-04-18 18:41:21.800827

    		-1.8 ms

  





  

    		2024-04-18 19:41:23.683129

    		-2.6 ms

  





  

    		2024-04-18 20:41:26.279981

    		1.5 ms

  





  

    		2024-04-18 21:41:28.099347

    		-1.6 ms

  





  

    		2024-04-18 22:41:30.419423

    		-1.3 ms

  





  

    		2024-04-18 23:41:33.22256

    		-0.2 ms

  





  

    		2024-04-19 00:41:35.262971

    		0.5 ms

  





  

    		2024-04-19 01:41:36.912294

    		-1.0 ms

  





  

    		2024-04-19 02:41:38.451818

    		-0.6 ms

  





  

    		2024-04-19 03:41:41.311027

    		0.2 ms

  





  

    		2024-04-19 04:41:43.854965

    		1.8 ms

  





  

    		2024-04-19 05:41:46.584933

    		-0.7 ms

  





  

    		2024-04-19 06:41:49.189124

    		2.6 ms

  





  

    		2024-04-19 07:41:51.508476

    		-0.1 ms

  





  

    		2024-04-19 08:41:53.134594

    		0.1 ms

  





  

    		2024-04-19 09:41:55.020316

    		2.9 ms

  





  

    		2024-04-19 10:41:56.760171

    		2.7 ms

  





  

    		2024-04-19 11:41:58.62677

    		1.5 ms

  





  

    		2024-04-19 12:42:00.261066

    		2.9 ms

  





  

    		2024-04-19 13:42:01.946289

    		5.8 ms

  





  

    		2024-04-19 14:42:03.71025

    		0.5 ms

  





  

    		2024-04-19 15:42:05.487479

    		-1.4 ms

  





  

    		2024-04-19 16:42:07.345645

    		-1.4 ms

  





  

    		2024-04-19 17:42:09.40898

    		-0.3 ms

  





  

    		2024-04-19 18:42:12.180857

    		-2.4 ms

  





  

    		2024-04-19 19:42:15.740913

    		-0.5 ms

  





  

    		2024-04-19 20:42:17.586602

    		-2.6 ms

  





  

    		2024-04-19 21:42:19.311539

    		1.5 ms

  





  

    		2024-04-19 22:42:21.876329

    		1.5 ms

  





  

    		2024-04-19 23:42:24.064893

    		-0.4 ms

  





  

    		2024-04-20 00:42:26.199925

    		1.9 ms

  





  

    		2024-04-20 01:42:28.683813

    		1.1 ms

  





  

    		2024-04-20 02:42:31.172207

    		1.9 ms

  





  

    		2024-04-20 03:42:33.787606

    		1.6 ms

  





  

    		2024-04-20 04:42:37.511557

    		-1.2 ms

  





  

    		2024-04-20 05:42:38.953521

    		0.6 ms

  





  

    		2024-04-20 06:42:40.797253

    		1.5 ms

  





  

    		2024-04-20 07:42:42.590355

    		0.3 ms

  





  

    		2024-04-20 08:42:44.051399

    		-0.3 ms

  





  

    		2024-04-20 09:42:45.755255

    		1.7 ms

  





  

    		2024-04-20 10:42:47.787239

    		2.4 ms

  





  

    		2024-04-20 11:42:50.900918

    		1.5 ms

  





  

    		2024-04-20 12:42:52.557844

    		0.6 ms

  





  

    		2024-04-20 13:42:55.045854

    		-0.1 ms

  





  

    		2024-04-20 14:42:57.811323

    		1.3 ms

  





  

    		2024-04-20 15:43:00.05932

    		1.4 ms

  





  

    		2024-04-20 16:43:01.596242

    		-0.6 ms

  





  

    		2024-04-20 17:43:05.837041

    		-2.9 ms

  





  

    		2024-04-20 18:43:08.017794

    		-3.7 ms

  





  

    		2024-04-20 19:43:09.777335

    		-3.6 ms

  





  

    		2024-04-20 20:43:12.607961

    		-1.8 ms

  





  

    		2024-04-20 21:43:14.694737

    		-1.1 ms

  





  

    		2024-04-20 22:43:16.252617

    		-1.8 ms

  





  

    		2024-04-20 23:43:18.054688

    		0.3 ms

  





  

    		2024-04-21 00:43:21.227599

    		-0.9 ms

  





  

    		2024-04-21 01:43:23.640524

    		-1.2 ms

  





  

    		2024-04-21 02:43:25.377495

    		0.7 ms

  





  

    		2024-04-21 03:43:28.315817

    		1.5 ms

  





  

    		2024-04-21 04:43:30.213962

    		-0.5 ms

  





  

    		2024-04-21 05:43:32.208984

    		-1.0 ms

  





  

    		2024-04-21 06:43:33.836959

    		0.3 ms

  





  

    		2024-04-21 07:43:35.672975

    		2.4 ms

  





  

    		2024-04-21 08:43:38.350389

    		3.3 ms

  





  

    		2024-04-21 09:43:40.348029

    		1.5 ms

  





  

    		2024-04-21 10:43:41.897864

    		6.0 ms

  





  

    		2024-04-21 11:43:44.475122

    		-1.0 ms

  





  

    		2024-04-21 12:43:46.845298

    		1.3 ms

  





  

    		2024-04-21 13:43:49.031677

    		2.5 ms

  





  

    		2024-04-21 14:43:50.773718

    		0.1 ms

  





  

    		2024-04-21 15:43:52.549509

    		-1.3 ms

  





  

    		2024-04-21 16:43:54.940628

    		-2.2 ms

  





  

    		2024-04-21 17:43:56.521474

    		-1.9 ms

  





  

    		2024-04-21 18:44:00.450099

    		-0.8 ms

  





  

    		2024-04-21 19:44:02.255448

    		-1.2 ms

  





  

    		2024-04-21 20:44:04.205271

    		-0.5 ms

  





  

    		2024-04-21 21:44:05.988913

    		0.2 ms

  





  

    		2024-04-21 22:44:08.265532

    		-2.2 ms

  





  

    		2024-04-21 23:44:10.271904

    		0.8 ms

  





  

    		2024-04-22 00:44:13.283391

    		0.0 ms

  





  

    		2024-04-22 01:44:16.077334

    		-0.1 ms

  





  

    		2024-04-22 02:44:18.205304

    		-0.3 ms

  





  

    		2024-04-22 03:44:21.135656

    		1.1 ms

  





  

    		2024-04-22 04:44:23.752928

    		3.5 ms

  





  

    		2024-04-22 05:44:26.557441

    		0.4 ms

  





  

    		2024-04-22 06:44:28.061069

    		2.7 ms

  





  

    		2024-04-22 07:44:29.508098

    		0.8 ms

  





  

    		2024-04-22 08:44:31.345438

    		-0.4 ms

  





  

    		2024-04-22 09:44:33.283112

    		0.4 ms

  





  

    		2024-04-22 10:44:35.545321

    		1.7 ms

  





  

    		2024-04-22 11:44:37.050992

    		2.6 ms

  





  

    		2024-04-22 12:44:38.923041

    		2.0 ms

  





  

    		2024-04-22 13:44:40.906455

    		-0.1 ms

  





  

    		2024-04-22 14:44:42.434199

    		7.2 ms

  





  

    		2024-04-22 15:44:45.081483

    		4.0 ms

  





  

    		2024-04-22 16:44:48.212518

    		1.9 ms

  





  

    		2024-04-22 17:44:49.697498

    		-0.8 ms

  





  

    		2024-04-22 18:44:51.765469

    		-0.5 ms

  





  

    		2024-04-22 19:44:53.506207

    		-1.4 ms

  





  

    		2024-04-22 20:44:57.330831

    		-2.4 ms

  





  

    		2024-04-22 21:44:59.198985

    		-1.1 ms

  





  

    		2024-04-22 22:45:00.899139

    		-1.8 ms

  





  

    		2024-04-22 23:45:04.062866

    		-2.2 ms

  





  

    		2024-04-23 00:45:07.275246

    		-2.6 ms

  





  

    		2024-04-23 01:45:09.303895

    		0.4 ms

  





  

    		2024-04-23 02:45:12.203557

    		-0.7 ms

  





  

    		2024-04-23 03:45:14.321184

    		2.3 ms

  





  

    		2024-04-23 04:45:16.73412

    		-0.7 ms

  





  

    		2024-04-23 05:45:18.246076

    		0.2 ms

  





  

    		2024-04-23 06:45:20.292047

    		0.9 ms

  





  

    		2024-04-23 07:45:23.042504

    		0.1 ms

  





  

    		2024-04-23 08:45:24.650787

    		0.7 ms

  





  

    		2024-04-23 09:45:26.396177

    		1.3 ms

  





  

    		2024-04-23 10:45:28.735629

    		-1.2 ms

  





  

    		2024-04-23 11:45:30.308028

    		0.4 ms

  





  

    		2024-04-23 12:45:32.124104

    		-0.4 ms

  





  

    		2024-04-23 13:45:33.539783

    		-0.7 ms

  





  

    		2024-04-23 14:45:35.35208

    		0.2 ms

  





  

    		2024-04-23 15:45:37.236431

    		0.2 ms

  





  

    		2024-04-23 16:45:39.109802

    		0.1 ms

  





  

    		2024-04-23 17:45:40.90075

    		-0.3 ms

  





  

    		2024-04-23 18:45:42.548784

    		-1.4 ms

  





  

    		2024-04-23 19:45:45.726194

    		-0.5 ms

  





  

    		2024-04-23 20:45:47.510631

    		-1.3 ms

  





  

    		2024-04-23 21:45:50.137251

    		0.3 ms

  





  

    		2024-04-23 22:45:52.352003

    		-1.4 ms

  





  

    		2024-04-23 23:45:54.404481

    		-1.9 ms

  





  

    		2024-04-24 00:45:55.924392

    		-0.3 ms

  





  

    		2024-04-24 01:45:58.399822

    		1.1 ms

  





  

    		2024-04-24 02:46:00.197816

    		-0.7 ms

  





  

    		2024-04-24 03:46:02.841152

    		-0.1 ms

  





  

    		2024-04-24 04:46:05.20741

    		-1.2 ms

  





  

    		2024-04-24 05:46:06.842082

    		0.3 ms

  





  

    		2024-04-24 06:46:08.701046

    		1.3 ms

  





  

    		2024-04-24 07:46:10.479142

    		-0.9 ms

  





  

    		2024-04-24 08:46:12.031792

    		6.0 ms

  





  

    		2024-04-24 09:46:13.800153

    		-3.9 ms

  





  

    		2024-04-24 10:46:15.466347

    		-1.7 ms

  





  

    		2024-04-24 11:46:17.061781

    		1.3 ms

  





  

    		2024-04-24 12:46:18.744732

    		-0.7 ms

  





  

    		2024-04-24 13:46:20.445049

    		1.9 ms

  





  

    		2024-04-24 14:46:22.318049

    		-0.6 ms

  





  

    		2024-04-24 15:46:23.796706

    		0.3 ms

  





  

    		2024-04-24 16:46:25.801719

    		-0.6 ms

  





  

    		2024-04-24 17:46:28.083176

    		1.7 ms

  





  

    		2024-04-24 18:46:29.620932

    		1.4 ms

  





  

    		2024-04-24 19:46:32.160913

    		-0.3 ms

  





  

    		2024-04-24 20:46:33.808861

    		1.2 ms

  





  

    		2024-04-24 21:46:35.761419

    		0.4 ms

  





  

    		2024-04-24 22:46:37.724093

    		-1.6 ms

  





  

    		2024-04-24 23:46:39.993759

    		-2.0 ms

  





  

    		2024-04-25 00:46:42.615406

    		-1.9 ms

  





  

    		2024-04-25 01:46:44.213675

    		0.3 ms

  





  

    		2024-04-25 02:46:46.07723

    		-0.5 ms

  





  

    		2024-04-25 03:46:47.71946

    		0.7 ms

  





  

    		2024-04-25 04:46:49.943306

    		-0.2 ms

  





  

    		2024-04-25 05:46:52.030642

    		-0.3 ms

  





  

    		2024-04-25 06:46:54.282219

    		2.5 ms

  





  

    		2024-04-25 07:46:56.183562

    		2.2 ms

  





  

    		2024-04-25 08:46:57.690335

    		0.0 ms

  





  

    		2024-04-25 09:46:59.569815

    		-0.3 ms

  





  

    		2024-04-25 10:47:01.765918

    		-1.2 ms

  





  

    		2024-04-25 11:47:03.932078

    		0.8 ms

  





  

    		2024-04-25 12:47:05.53694

    		-1.2 ms

  





  

    		2024-04-25 13:47:07.082963

    		-1.1 ms

  





  

    		2024-04-25 14:47:09.062963

    		1.3 ms

  





  

    		2024-04-25 15:47:11.113128

    		0.8 ms

  





  

    		2024-04-25 16:47:13.498276

    		1.1 ms

  





  

    		2024-04-25 17:47:16.684121

    		0.6 ms

  





  

    		2024-04-25 18:47:18.977014

    		1.0 ms

  





  

    		2024-04-25 19:47:20.770748

    		-1.7 ms

  





  

    		2024-04-25 20:47:24.112632

    		-1.2 ms

  





  

    		2024-04-25 21:47:26.37252

    		-1.2 ms

  





  

    		2024-04-25 22:47:28.845357

    		-2.0 ms

  





  

    		2024-04-25 23:47:31.023104

    		-2.3 ms

  





  

    		2024-04-26 00:47:33.073941

    		-0.4 ms

  





  

    		2024-04-26 01:47:34.885546

    		-1.5 ms

  





  

    		2024-04-26 02:47:37.218862

    		-1.2 ms

  





  

    		2024-04-26 03:47:39.464895

    		-1.0 ms

  





  

    		2024-04-26 04:47:41.59936

    		-1.1 ms

  





  

    		2024-04-26 05:47:43.392974

    		-0.4 ms

  





  

    		2024-04-26 06:47:45.918609

    		2.5 ms

  





  

    		2024-04-26 07:47:48.583342

    		0.0 ms

  





  

    		2024-04-26 08:47:50.435434

    		1.0 ms

  





  

    		2024-04-26 09:47:52.646436

    		-0.7 ms

  





  

    		2024-04-26 10:47:54.353927

    		2.1 ms

  





  

    		2024-04-26 11:47:55.927304

    		-0.3 ms

  





  

    		2024-04-26 12:47:57.48767

    		0.2 ms

  





  

    		2024-04-26 13:47:59.193198

    		0.4 ms

  





  

    		2024-04-26 14:48:01.276723

    		-0.3 ms

  





  

    		2024-04-26 15:48:03.840127

    		0.0 ms

  





  

    		2024-04-26 16:48:06.55324

    		0.7 ms

  





  

    		2024-04-26 17:48:08.6442

    		-1.2 ms

  





  

    		2024-04-26 18:48:11.378533

    		-0.9 ms

  





  

    		2024-04-26 19:48:15.040879

    		1.6 ms

  





  

    		2024-04-26 20:48:18.229838

    		-1.8 ms

  





  

    		2024-04-26 21:48:21.048874

    		-0.8 ms

  





  

    		2024-04-26 22:48:22.630316

    		-1.4 ms

  





  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  





  

    		2024-05-08 08:58:41.717075

    		4.5 ms

  





  

    		2024-05-08 09:58:43.375652

    		2.1 ms

  





  

    		2024-05-08 10:58:46.330132

    		2.0 ms

  





  

    		2024-05-08 11:58:48.013162

    		-1.3 ms

  





  

    		2024-05-08 12:58:49.589673

    		-0.9 ms

  





  

    		2024-05-08 13:58:51.428701

    		0.7 ms

  





  

    		2024-05-08 14:58:53.91095

    		0.3 ms

  





  

    		2024-05-08 15:58:56.474178

    		1.0 ms

  





  

    		2024-05-08 16:58:58.086783

    		-0.8 ms

  





  

    		2024-05-08 17:58:59.857544

    		-1.9 ms

  





  

    		2024-05-08 18:59:02.840704

    		-0.4 ms

  





  

    		2024-05-08 19:59:04.474767

    		1.7 ms

  





  

    		2024-05-08 20:59:06.246456

    		2.7 ms

  





  

    		2024-05-08 21:59:07.773044

    		2.3 ms

  





  

    		2024-05-08 22:59:10.543349

    		-2.1 ms

  





  

    		2024-05-08 23:59:13.567518

    		-0.6 ms

  





  

    		2024-05-09 00:59:16.270058

    		-0.5 ms

  





  

    		2024-05-09 01:59:19.934484

    		0.9 ms

  





  

    		2024-05-09 02:59:22.356579

    		1.3 ms

  





  

    		2024-05-09 03:59:25.279703

    		-0.7 ms

  





  

    		2024-05-09 04:59:28.090874

    		0.8 ms

  





  

    		2024-05-09 05:59:31.033605

    		-0.7 ms

  





  

    		2024-05-09 06:59:33.852891

    		0.6 ms

  





  

    		2024-05-09 07:59:35.311625

    		3.3 ms

  





  

    		2024-05-09 08:59:39.663081

    		1.7 ms

  





  

    		2024-05-09 09:59:41.186935

    		-0.2 ms

  





  

    		2024-05-09 10:59:45.18224

    		1.5 ms

  





  

    		2024-05-09 11:59:46.841337

    		-1.2 ms

  





  

    		2024-05-09 12:59:50.344518

    		-0.1 ms

  





  

    		2024-05-09 13:59:52.045202

    		2.8 ms

  





  

    		2024-05-09 14:59:54.036483

    		0.9 ms

  





  

    		2024-05-09 15:59:56.929078

    		-0.2 ms

  





  

    		2024-05-09 16:59:58.864369

    		-2.2 ms

  





  

    		2024-05-09 18:00:01.684348

    		-0.5 ms

  





  

    		2024-05-09 19:00:03.661924

    		-1.1 ms

  





  

    		2024-05-09 20:00:05.129855

    		-0.8 ms

  





  

    		2024-05-09 21:00:07.246621

    		-2.3 ms

  





  

    		2024-05-09 22:00:09.335194

    		1.2 ms

  





  

    		2024-05-09 23:00:11.470089

    		-1.1 ms

  





  

    		2024-05-10 00:00:13.042689

    		-2.0 ms

  





  

    		2024-05-10 01:00:15.156315

    		0.2 ms

  





  

    		2024-05-10 02:00:18.545342

    		-0.5 ms

  





  

    		2024-05-10 03:00:20.655243

    		-0.1 ms

  





  

    		2024-05-10 04:00:23.380685

    		-1.4 ms

  





  

    		2024-05-10 05:00:25.47914

    		1.4 ms

  





  

    		2024-05-10 06:00:27.069694

    		-1.8 ms

  





  

    		2024-05-10 07:00:29.563112

    		1.2 ms

  





  

    		2024-05-10 08:00:32.295342

    		0.9 ms

  





  

    		2024-05-10 09:00:34.164398

    		2.3 ms

  





  

    		2024-05-10 10:00:36.632412

    		1.9 ms

  





  

    		2024-05-10 11:00:38.163851

    		0.4 ms

  





  

    		2024-05-10 12:00:40.258612

    		-0.4 ms

  





  

    		2024-05-10 13:00:41.869646

    		1.4 ms

  





  

    		2024-05-10 14:00:43.986648

    		3.8 ms

  





  

    		2024-05-10 15:00:46.332365

    		-1.3 ms

  





  

    		2024-05-10 16:00:48.131389

    		-0.5 ms

  





  

    		2024-05-10 17:00:49.918054

    		-3.5 ms

  





  

    		2024-05-10 18:00:53.068912

    		3.0 ms

  





  

    		2024-05-10 19:00:55.366185

    		0.1 ms

  





  

    		2024-05-10 20:00:57.91739

    		-4.8 ms

  





  

    		2024-05-10 21:01:00.046425

    		-5.7 ms

  





  

    		2024-05-10 22:01:02.514956

    		-5.0 ms

  





  

    		2024-05-10 23:01:04.166183

    		-1.3 ms

  





  

    		2024-05-11 00:01:06.081129

    		-0.4 ms

  





  

    		2024-05-11 01:01:07.93126

    		-1.4 ms

  





  

    		2024-05-11 02:01:10.701006

    		0.0 ms

  





  

    		2024-05-11 03:01:13.333886

    		1.3 ms

  





  

    		2024-05-11 04:01:15.058042

    		1.0 ms

  





  

    		2024-05-11 05:01:16.830439

    		1.3 ms

  





  

    		2024-05-11 06:01:18.368487

    		-0.1 ms

  





  

    		2024-05-11 07:01:20.601311

    		3.6 ms

  





  

    		2024-05-11 08:01:24.449137

    		3.9 ms

  





  

    		2024-05-11 09:01:26.986902

    		2.5 ms

  





  

    		2024-05-11 10:01:29.032659

    		-0.7 ms

  





  

    		2024-05-11 11:01:30.519896

    		0.4 ms

  





  

    		2024-05-11 12:01:33.659069

    		3.5 ms

  





  

    		2024-05-11 13:01:35.885901

    		2.3 ms

  





  

    		2024-05-11 14:01:38.635808

    		-1.9 ms

  





  

    		2024-05-11 15:01:40.557667

    		1.0 ms

  





  

    		2024-05-11 16:01:43.316529

    		-1.3 ms

  





  

    		2024-05-11 17:01:44.747016

    		-0.8 ms

  





  

    		2024-05-11 18:01:46.93539

    		-3.3 ms

  





  

    		2024-05-11 19:01:49.41018

    		-3.2 ms

  





  

    		2024-05-11 20:01:52.664061

    		-1.8 ms

  





  

    		2024-05-11 21:01:55.326805

    		0.3 ms

  





  

    		2024-05-11 22:01:56.855443

    		-1.0 ms

  





  

    		2024-05-11 23:01:59.099887

    		1.6 ms

  





  

    		2024-05-12 00:02:01.355855

    		-1.1 ms

  





  

    		2024-05-12 01:02:03.730238

    		2.0 ms

  





  

    		2024-05-12 02:02:06.535142

    		-3.1 ms

  





  

    		2024-05-12 03:02:08.586799

    		-0.7 ms

  





  

    		2024-05-12 04:02:10.542755

    		0.4 ms

  





  

    		2024-05-12 05:02:13.254769

    		-0.7 ms

  





  

    		2024-05-12 06:02:16.758901

    		-0.9 ms

  





  

    		2024-05-12 07:02:19.438264

    		2.4 ms

  





  

    		2024-05-12 08:02:21.978428

    		2.0 ms

  





  

    		2024-05-12 09:02:24.259657

    		0.6 ms

  





  

    		2024-05-12 10:02:26.034587

    		2.9 ms

  





  

    		2024-05-12 11:02:28.031544

    		-0.4 ms

  





  

    		2024-05-12 12:02:29.923709

    		0.4 ms

  





  

    		2024-05-12 13:02:32.423893

    		-0.9 ms

  





  

    		2024-05-12 14:02:35.539972

    		0.9 ms

  





  

    		2024-05-12 15:02:37.764275

    		-0.1 ms

  





  

    		2024-05-12 16:02:40.484603

    		0.7 ms

  





  

    		2024-05-12 17:02:43.445362

    		0.6 ms

  





  

    		2024-05-12 18:02:45.366162

    		-2.3 ms

  





  

    		2024-05-12 19:02:46.846507

    		-0.7 ms

  





  

    		2024-05-12 20:02:49.543478

    		-1.8 ms

  





  

    		2024-05-12 21:02:51.189698

    		-1.0 ms

  





  

    		2024-05-12 22:02:53.552072

    		-0.5 ms

  





  

    		2024-05-12 23:02:55.826868

    		0.8 ms

  





  

    		2024-05-13 00:02:58.421246

    		-0.3 ms

  





  

    		2024-05-13 01:03:00.16927

    		0.9 ms

  





  

    		2024-05-13 02:03:04.163459

    		0.8 ms

  





  

    		2024-05-13 03:03:06.474262

    		-2.3 ms

  





  

    		2024-05-13 04:03:08.209481

    		0.3 ms

  





  

    		2024-05-13 05:03:10.883741

    		-0.1 ms

  





  

    		2024-05-13 06:03:12.92507

    		0.9 ms

  





  

    		2024-05-13 07:03:14.541941

    		1.6 ms

  





  

    		2024-05-13 08:03:16.794944

    		0.6 ms

  





  

    		2024-05-13 09:03:18.574074

    		0.4 ms

  





  

    		2024-05-13 10:03:19.969339

    		-0.4 ms

  





  

    		2024-05-13 11:03:21.601626

    		0.3 ms

  





  

    		2024-05-13 12:03:23.629389

    		-0.4 ms

  





  

    		2024-05-13 13:03:25.862745

    		-0.3 ms

  





  

    		2024-05-13 14:03:27.491936

    		-0.2 ms

  





  

    		2024-05-13 15:03:28.985136

    		0.4 ms

  





  

    		2024-05-13 16:03:30.589399

    		-1.0 ms

  





  

    		2024-05-13 17:03:33.119038

    		1.4 ms

  





  

    		2024-05-13 18:03:37.010475

    		-0.7 ms

  





  

    		2024-05-13 19:03:38.81466

    		-0.4 ms

  





  

    		2024-05-13 20:03:40.383594

    		1.6 ms

  





  

    		2024-05-13 21:03:42.659281

    		-1.8 ms

  





  

    		2024-05-13 22:03:44.350048

    		-2.3 ms

  





  

    		2024-05-13 23:03:46.498408

    		-2.2 ms

  





  

    		2024-05-14 00:03:50.704226

    		1.7 ms

  





  

    		2024-05-14 01:03:53.113143

    		-0.7 ms

  





  

    		2024-05-14 02:03:54.620102

    		2.4 ms

  





  

    		2024-05-14 03:03:58.322154

    		-1.3 ms

  





  

    		2024-05-14 04:04:01.106429

    		-0.4 ms

  





  

    		2024-05-14 05:04:04.48802

    		-1.0 ms

  





  

    		2024-05-14 06:04:07.191567

    		1.4 ms

  





  

    		2024-05-14 07:04:08.654073

    		2.3 ms

  





  

    		2024-05-14 08:04:11.543502

    		3.2 ms

  





  

    		2024-05-14 09:04:13.424965

    		-0.1 ms

  





  

    		2024-05-14 10:04:15.437441

    		3.5 ms

  





  

    		2024-05-14 11:04:17.497354

    		2.5 ms

  





  

    		2024-05-14 12:04:19.156298

    		0.5 ms

  





  

    		2024-05-14 13:04:21.057481

    		1.1 ms

  





  

    		2024-05-14 14:04:22.691421

    		0.4 ms

  





  

    		2024-05-14 15:04:24.226922

    		4.8 ms

  





  

    		2024-05-14 16:04:27.297412

    		2.5 ms

  





  

    		2024-05-14 17:04:30.051382

    		1.6 ms

  





  

    		2024-05-14 18:04:32.450552

    		2.3 ms

  





  

    		2024-05-14 19:04:34.794277

    		2.1 ms

  





  

    		2024-05-14 20:04:37.446041

    		0.2 ms

  





  

    		2024-05-14 21:04:39.812719

    		0.3 ms

  





  

    		2024-05-14 22:04:41.20053

    		0.0 ms

  





  

    		2024-05-14 23:04:43.796748

    		2.0 ms

  





  

    		2024-05-15 00:04:45.647979

    		0.2 ms

  





  

    		2024-05-15 01:04:47.395255

    		-0.6 ms

  





  

    		2024-05-15 02:04:51.445304

    		0.9 ms

  





  

    		2024-05-15 03:04:53.043716

    		-1.7 ms

  





  

    		2024-05-15 04:04:56.305206

    		0.9 ms

  





  

    		2024-05-15 05:04:58.771516

    		1.3 ms

  





  

    		2024-05-15 06:05:01.268311

    		1.6 ms

  





  

    		2024-05-15 07:05:03.054046

    		2.1 ms

  





  

    		2024-05-15 08:05:04.599923

    		2.0 ms

  





  

    		2024-05-15 09:05:06.256711

    		0.6 ms

  





  

    		2024-05-15 10:05:08.055337

    		0.2 ms

  





  

    		2024-05-15 11:05:10.404006

    		1.0 ms

  





  

    		2024-05-15 12:05:11.846588

    		3.2 ms

  





  

    		2024-05-15 13:05:14.079457

    		0.3 ms

  





  

    		2024-05-15 14:05:16.303051

    		-0.4 ms

  





  

    		2024-05-15 15:05:17.761236

    		2.3 ms

  





  

    		2024-05-15 16:05:19.208939

    		1.6 ms

  





  

    		2024-05-15 17:05:20.849334

    		1.5 ms

  





  

    		2024-05-15 18:05:22.717534

    		-0.5 ms

  





  

    		2024-05-15 19:05:25.841327

    		-2.3 ms

  





  

    		2024-05-15 20:05:28.28167

    		-2.3 ms

  





  

    		2024-05-15 21:05:30.066531

    		-1.7 ms

  





  

    		2024-05-15 22:05:33.069859

    		0.7 ms

  





  

    		2024-05-15 23:05:35.17324

    		1.7 ms

  





  

    		2024-05-16 00:05:37.019111

    		0.0 ms

  





  

    		2024-05-16 01:05:38.787966

    		-2.4 ms

  





  

    		2024-05-16 02:05:40.922968

    		-2.8 ms

  





  

    		2024-05-16 03:05:42.999441

    		-3.6 ms

  





  

    		2024-05-16 04:05:46.276216

    		2.2 ms

  





  

    		2024-05-16 05:05:48.369671

    		2.8 ms

  





  

    		2024-05-16 06:05:50.971109

    		0.9 ms

  





  

    		2024-05-16 07:05:52.908996

    		0.9 ms

  





  

    		2024-05-16 08:05:55.549881

    		1.8 ms

  





  

    		2024-05-16 09:05:57.160644

    		3.5 ms

  





  

    		2024-05-16 10:05:59.188518

    		3.5 ms

  





  

    		2024-05-16 11:06:01.659028

    		1.1 ms

  





  

    		2024-05-16 12:06:03.234862

    		1.2 ms

  





  

    		2024-05-16 13:06:05.124974

    		-1.8 ms

  





  

    		2024-05-16 14:06:06.863377

    		-0.7 ms

  





  

    		2024-05-16 15:06:08.531024

    		1.4 ms

  





  

    		2024-05-16 16:06:10.623662

    		-0.5 ms

  





  

    		2024-05-16 17:06:13.886102

    		-2.4 ms

  





  

    		2024-05-16 18:06:16.202211

    		-0.1 ms

  





  

    		2024-05-16 19:06:19.65653

    		-2.5 ms

  





  

    		2024-05-16 20:06:22.816837

    		1.1 ms

  





  

    		2024-05-16 21:06:25.391516

    		-1.6 ms

  





  

    		2024-05-16 22:06:27.916942

    		-1.9 ms

  





  

    		2024-05-16 23:06:30.065912

    		-1.4 ms

  





  

    		2024-05-17 00:06:32.23693

    		-1.4 ms

  





  

    		2024-05-17 01:06:34.194886

    		-1.1 ms

  





  

    		2024-05-17 02:06:36.065181

    		-1.6 ms

  





  

    		2024-05-17 03:06:37.521077

    		-2.0 ms

  





  

    		2024-05-17 04:06:40.459393

    		-1.6 ms

  





  

    		2024-05-17 05:06:44.603113

    		-0.7 ms

  





  

    		2024-05-17 06:06:47.279105

    		-0.8 ms

  





  

    		2024-05-17 07:06:48.992609

    		-0.4 ms

  





  

    		2024-05-17 08:06:51.143569

    		3.3 ms

  





  

    		2024-05-17 09:06:53.702806

    		2.3 ms

  





  

    		2024-05-17 10:06:55.329445

    		-0.5 ms

  





  

    		2024-05-17 11:06:56.854502

    		0.6 ms

  





  

    		2024-05-17 12:06:59.039901

    		0.0 ms

  





  

    		2024-05-17 13:07:00.924056

    		0.7 ms

  





  

    		2024-05-17 14:07:02.801081

    		0.5 ms

  





  

    		2024-05-17 15:07:05.737451

    		-0.3 ms

  





  

    		2024-05-17 16:07:08.019391

    		1.8 ms

  





  

    		2024-05-17 17:07:09.819798

    		-1.0 ms

  





  

    		2024-05-17 18:07:12.435463

    		-0.7 ms

  





  

    		2024-05-17 19:07:15.26007

    		-1.1 ms

  





  

    		2024-05-17 20:07:17.124388

    		-2.2 ms

  





  

    		2024-05-17 21:07:19.627738

    		-1.0 ms

  





  

    		2024-05-17 22:07:22.128821

    		1.8 ms

  





  

    		2024-05-17 23:07:23.812583

    		0.6 ms

  





  

    		2024-05-18 00:07:26.036751

    		0.9 ms

  





  

    		2024-05-18 01:07:27.897459

    		-1.4 ms

  





  

    		2024-05-18 02:07:29.980044

    		-0.5 ms

  





  

    		2024-05-18 03:07:31.532345

    		-2.8 ms

  





  

    		2024-05-18 04:07:33.050021

    		-2.3 ms

  





  

    		2024-05-18 05:07:36.501855

    		0.5 ms

  





  

    		2024-05-18 06:07:39.170866

    		1.6 ms

  





  

    		2024-05-18 07:07:42.057905

    		1.1 ms

  





  

    		2024-05-18 08:07:45.110525

    		2.0 ms

  





  

    		2024-05-18 09:07:48.42081

    		1.0 ms

  





  

    		2024-05-18 10:07:51.013245

    		-0.2 ms

  





  

    		2024-05-18 11:07:52.659441

    		1.2 ms

  





  

    		2024-05-18 12:07:55.035115

    		-0.8 ms

  





  

    		2024-05-18 13:07:56.720004

    		0.8 ms

  





  

    		2024-05-18 14:07:58.621201

    		-0.8 ms

  





  

    		2024-05-18 15:08:00.261824

    		0.1 ms

  





  

    		2024-05-18 16:08:01.963626

    		0.3 ms

  





  

    		2024-05-18 17:08:04.585809

    		-0.5 ms

  





  

    		2024-05-18 18:08:08.095013

    		-0.3 ms

  





  

    		2024-05-18 19:08:11.567896

    		2.0 ms

  





  

    		2024-05-18 20:08:13.343079

    		-1.2 ms

  





  

    		2024-05-18 21:08:14.92517

    		-1.0 ms

  





  

    		2024-05-18 22:08:17.774063

    		-0.8 ms

  





  

    		2024-05-18 23:08:20.287049

    		-1.9 ms

  





  

    		2024-05-19 00:08:22.262387

    		-1.1 ms

  





  

    		2024-05-19 01:08:23.959544

    		-1.7 ms

  





  

    		2024-05-19 02:08:27.489021

    		-0.8 ms

  





  

    		2024-05-19 03:08:30.019327

    		0.5 ms

  





  

    		2024-05-19 04:08:31.633638

    		-1.0 ms

  





  

    		2024-05-19 05:08:34.474362

    		0.2 ms

  





  

    		2024-05-19 06:08:36.012198

    		-0.9 ms

  





  

    		2024-05-19 07:08:37.539778

    		0.5 ms

  





  

    		2024-05-19 08:08:39.498703

    		0.6 ms

  





  

    		2024-05-19 09:08:41.05347

    		3.4 ms

  





  

    		2024-05-19 10:08:43.042272

    		1.7 ms

  





  

    		2024-05-19 11:08:45.389028

    		2.8 ms

  





  

    		2024-05-19 12:08:47.963099

    		2.9 ms

  





  

    		2024-05-19 13:08:49.95828

    		2.9 ms

  





  

    		2024-05-19 14:08:51.457188

    		1.1 ms

  





  

    		2024-05-19 15:08:54.794751

    		1.5 ms

  





  

    		2024-05-19 16:08:56.545895

    		2.3 ms

  





  

    		2024-05-19 17:08:58.973062

    		1.4 ms

  





  

    		2024-05-19 18:09:01.958013

    		0.5 ms

  





  

    		2024-05-19 19:09:03.909694

    		-0.1 ms

  





  

    		2024-05-19 20:09:07.345707

    		1.2 ms

  





  

    		2024-05-19 21:09:09.340489

    		0.5 ms

  





  

    		2024-05-19 22:09:10.989141

    		-1.1 ms

  





  

    		2024-05-19 23:09:13.279562

    		2.0 ms

  





  

    		2024-05-20 00:09:15.188151

    		-1.7 ms

  





  

    		2024-05-20 01:09:17.684477

    		-1.7 ms

  





  

    		2024-05-20 02:09:20.127056

    		-0.6 ms

  





  

    		2024-05-20 03:09:22.671159

    		-1.1 ms

  





  

    		2024-05-20 04:09:26.234969

    		-1.5 ms

  





  

    		2024-05-20 05:09:29.021599

    		1.4 ms

  





  

    		2024-05-20 06:09:30.798338

    		-0.6 ms

  





  

    		2024-05-20 07:09:32.462857

    		-0.2 ms

  





  

    		2024-05-20 08:09:35.766631

    		0.1 ms

  





  

    		2024-05-20 09:09:37.41843

    		-0.3 ms

  





  

    		2024-05-20 10:09:39.738231

    		2.3 ms

  





  

    		2024-05-20 11:09:41.339841

    		2.0 ms

  





  

    		2024-05-20 12:09:43.462183

    		4.5 ms

  





  

    		2024-05-20 13:09:45.199554

    		0.9 ms

  





  

    		2024-05-20 14:09:46.828582

    		0.0 ms

  





  

    		2024-05-20 15:09:48.877933

    		2.7 ms

  





  

    		2024-05-20 16:09:50.473038

    		-2.3 ms

  





  

    		2024-05-20 17:09:52.27838

    		-0.5 ms

  





  

    		2024-05-20 18:09:53.784903

    		-0.7 ms

  





  

    		2024-05-20 19:09:55.780876

    		1.0 ms

  





  

    		2024-05-20 20:09:57.394025

    		3.0 ms

  





  

    		2024-05-20 21:09:59.848665

    		2.3 ms

  





  

    		2024-05-20 22:10:01.932874

    		1.5 ms

  





  

    		2024-05-20 23:10:03.511455

    		-1.6 ms

  





  

    		2024-05-21 00:10:05.850341

    		-5.4 ms

  





  

    		2024-05-21 01:10:09.734758

    		-1.1 ms

  





  

    		2024-05-21 02:10:11.338228

    		-1.7 ms

  





  

    		2024-05-21 03:10:12.961864

    		0.4 ms

  





  

    		2024-05-21 04:10:15.533867

    		1.4 ms

  





  

    		2024-05-21 05:10:18.067671

    		1.4 ms

  





  

    		2024-05-21 06:10:20.499655

    		2.9 ms

  





  

    		2024-05-21 07:10:22.712861

    		0.2 ms

  





  

    		2024-05-21 08:10:24.388559

    		1.3 ms

  





  

    		2024-05-21 09:10:26.184271

    		1.3 ms

  





  

    		2024-05-21 10:10:27.983599

    		3.0 ms

  





  

    		2024-05-21 11:10:30.308999

    		0.5 ms

  





  

    		2024-05-21 12:10:31.975533

    		-1.3 ms

  





  

    		2024-05-21 13:10:33.450256

    		1.4 ms

  





  

    		2024-05-21 14:10:34.883845

    		1.6 ms

  





  

    		2024-05-21 15:10:37.110792

    		2.1 ms

  





  

    		2024-05-21 16:10:38.701754

    		1.3 ms

  





  

    		2024-05-21 17:10:41.105226

    		3.4 ms

  





  

    		2024-05-21 18:10:44.84187

    		-0.9 ms

  





  

    		2024-05-21 19:10:46.594266

    		-0.4 ms

  





  

    		2024-05-21 20:10:48.751615

    		-0.8 ms

  





  

    		2024-05-21 21:10:50.749746

    		0.7 ms

  





  

    		2024-05-21 22:10:53.447214

    		1.5 ms

  





  

    		2024-05-21 23:10:56.621102

    		-0.9 ms

  





  

    		2024-05-22 00:10:59.517036

    		-0.5 ms

  





  

    		2024-05-22 01:11:01.429078

    		-1.9 ms

  





  

    		2024-05-22 02:11:04.077699

    		-0.3 ms

  





  

    		2024-05-22 03:11:06.66983

    		-1.1 ms

  





  

    		2024-05-22 04:11:08.885341

    		-1.5 ms

  





  

    		2024-05-22 05:11:10.824981

    		-1.4 ms

  





  

    		2024-05-22 06:11:12.558875

    		-0.4 ms

  





  

    		2024-05-22 07:11:14.301905

    		0.2 ms

  





  

    		2024-05-22 08:11:16.294794

    		1.0 ms

  





  

    		2024-05-22 09:11:17.91153

    		2.9 ms

  





  

    		2024-05-22 10:11:19.848967

    		-0.5 ms

  





  

    		2024-05-22 11:11:21.450899

    		2.7 ms

  





  

    		2024-05-22 12:11:23.028288

    		2.1 ms

  





  

    		2024-05-22 13:11:24.764367

    		5.6 ms

  





  

    		2024-05-22 14:11:26.419223

    		-0.7 ms

  





  

    		2024-05-22 15:11:28.207105

    		0.3 ms

  





  

    		2024-05-22 16:11:30.410877

    		2.6 ms

  





  

    		2024-05-22 17:11:32.809845

    		-1.1 ms

  





  

    		2024-05-22 18:11:34.627948

    		0.4 ms

  





  

    		2024-05-22 19:11:38.404425

    		1.3 ms

  





  

    		2024-05-22 20:11:40.940819

    		1.2 ms

  





  

    		2024-05-22 21:11:43.088644

    		-2.5 ms

  





  

    		2024-05-22 22:11:45.419261

    		-0.1 ms

  





  

    		2024-05-22 23:11:47.296798

    		-3.0 ms

  





  

    		2024-05-23 00:11:50.250109

    		-2.5 ms

  





  

    		2024-05-23 01:11:51.891661

    		-1.5 ms

  





  

    		2024-05-23 02:11:53.742789

    		-1.4 ms

  





  

    		2024-05-23 03:11:56.64568

    		-0.4 ms

  





  

    		2024-05-23 04:11:59.218664

    		0.8 ms

  





  

    		2024-05-23 05:12:02.14552

    		0.3 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 






	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	  
	  
	
	
	  
	  
	






	

		
		0
	




	

	

	

	

	

	

	

	

	

		
		10
	




	

	

	

	

	

	

	

	

	

		
		20
	




	

	

	

	

	

	

	

	

	

		
		30
	




	

	

	

	

	

	

	

	

	

		
		40
	




	

	

	

	

	

	

	

	

	

		
		50
	




	

	

	

	

	

	

	

	

	

		
		60
	




	

	

	

	

	

	

	

	

	

		
		70
	




	

	

	

	

	

	

	

	

	

		
		80
	




	

	

	

	

	

	

	

	

	

		
		90
	




	

	

	

	

	

	

	

	

	

		
		100
	




	

		
		-0.01
	




	

	

	

	

	

	

	

	

	

		
		-0.008
	




	

	

	

	

	

	

	

	

	

		
		-0.006
	




	

	

	

	

	

	

	

	

	

		
		-0.004
	




	

	

	

	

	

	

	

	

	

		
		-0.002
	




	

	

	

	

	

	

	

	

	

		
		 0
	




	

	

	

	

	

	

	

	

	

		
		 0.002
	




	

	

	

	

	

	

	

	

	

		
		 0.004
	




	

	

	

	

	

	

	

	

	

		
		 0.006
	




	

	

	

	

	

	

	

	

	

		
		 0.008
	




	

	

	

	

	

	

	

	

	

		
		 0.01
	




	

	
		Probability [%]
	


	
		Clock error [s]
	



	empirical cdf



	
		empirical cdf
	


		


	
	estimated cdf

	
		estimated cdf
	


		


	
	difference

	
		difference
	


		


	





	







4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.58 ms

		standard deviation: 1.58 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.189%

		|e| < 5 ms: ≈99.720%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-05 19:05:07.26384 UTC and 2024-02-16 10:44:02.8603 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  





  

    		2024-02-14 16:42:22.920093

    		1.7 ms

  





  

    		2024-02-14 17:42:25.842837

    		3.2 ms

  





  

    		2024-02-14 18:42:27.76081

    		-1.7 ms

  





  

    		2024-02-14 19:42:30.671734

    		1.1 ms

  





  

    		2024-02-14 20:42:32.522394

    		-2.3 ms

  





  

    		2024-02-14 21:42:35.687393

    		-1.9 ms

  





  

    		2024-02-14 22:42:38.239761

    		-0.5 ms

  





  

    		2024-02-14 23:42:40.186253

    		-0.6 ms

  





  

    		2024-02-15 00:42:41.810624

    		0.2 ms

  





  

    		2024-02-15 01:42:43.456825

    		-0.8 ms

  





  

    		2024-02-15 02:42:46.336648

    		1.1 ms

  





  

    		2024-02-15 03:42:49.042853

    		-1.3 ms

  





  

    		2024-02-15 04:42:52.059296

    		-0.1 ms

  





  

    		2024-02-15 05:42:54.237555

    		-0.7 ms

  





  

    		2024-02-15 06:42:56.593869

    		1.4 ms

  





  

    		2024-02-15 07:42:59.662576

    		0.2 ms

  





  

    		2024-02-15 08:43:01.312715

    		1.0 ms

  





  

    		2024-02-15 09:43:03.959031

    		2.5 ms

  





  

    		2024-02-15 10:43:07.337675

    		4.3 ms

  





  

    		2024-02-15 11:43:08.985367

    		-0.5 ms

  





  

    		2024-02-15 12:43:11.156839

    		3.2 ms

  





  

    		2024-02-15 13:43:12.810035

    		0.4 ms

  





  

    		2024-02-15 14:43:14.409592

    		1.7 ms

  





  

    		2024-02-15 15:43:16.691408

    		-0.3 ms

  





  

    		2024-02-15 16:43:19.52791

    		0.2 ms

  





  

    		2024-02-15 17:43:21.908791

    		1.0 ms

  





  

    		2024-02-15 18:43:24.636485

    		-2.9 ms

  





  

    		2024-02-15 19:43:27.249317

    		1.7 ms

  





  

    		2024-02-15 20:43:29.731557

    		-1.1 ms

  





  

    		2024-02-15 21:43:33.810297

    		2.1 ms

  





  

    		2024-02-15 22:43:35.755283

    		-0.9 ms

  





  

    		2024-02-15 23:43:37.616406

    		-2.7 ms

  





  

    		2024-02-16 00:43:40.126285

    		-0.3 ms

  





  

    		2024-02-16 01:43:41.665795

    		1.5 ms

  





  

    		2024-02-16 02:43:44.691775

    		-1.4 ms

  





  

    		2024-02-16 03:43:47.10552

    		0.3 ms

  





  

    		2024-02-16 04:43:49.847441

    		0.2 ms

  





  

    		2024-02-16 05:43:51.44311

    		1.5 ms

  





  

    		2024-02-16 06:43:53.696417

    		-1.6 ms

  





  

    		2024-02-16 07:43:56.389996

    		-1.5 ms

  





  

    		2024-02-16 08:43:58.959191

    		-1.4 ms

  





  

    		2024-02-16 09:44:00.668271

    		2.4 ms

  





  

    		2024-02-16 10:44:02.8603

    		1.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-16 10:21:20.428 UTC

    		192.71.100.250

    		Antin Trogen (AT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-16 10:21:53.436 UTC

    		192.71.100.250

    		Antin Trogen (AT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-16 11:19:28.092 UTC

    		192.71.100.250

    		Pär Johansson (PJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-16 11:20:58.186 UTC

    		192.71.100.250

    		Pär Johansson (PJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.
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The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-05-22 14:13:07.705 UTC

    		192.71.100.250

    		Per-Arne Thuresson (PT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-22 14:13:17.248 UTC

    		192.71.100.250

    		Per-Arne Thuresson (PT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 05:46:56.935 UTC

    		192.71.100.250

    		Jonatan Backlund (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 05:47:29.154 UTC

    		192.71.100.250

    		Jonatan Backlund (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.
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    		192.71.100.250

    		Per-Arne Thuresson (PT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
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    		192.71.100.250

    		Per-Arne Thuresson (PT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 05:46:56.935 UTC

    		192.71.100.250

    		Jonatan Backlund (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 05:47:29.154 UTC

    		192.71.100.250

    		Jonatan Backlund (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
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When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-16 10:21:20.428 UTC

    		192.71.100.250

    		Antin Trogen (AT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-16 10:21:53.436 UTC

    		192.71.100.250

    		Antin Trogen (AT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.

  

  

    		2024-02-16 11:19:28.092 UTC

    		192.71.100.250

    		Pär Johansson (PJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-16 11:20:58.186 UTC

    		192.71.100.250

    		Pär Johansson (PJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-19 15:42:45 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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